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Abstract

The usage of Online Social Networks (OSNs) is increasing day-to-day,
reaching a user base unparalleled by previous online communication systems.
However, the impressive amount of sensitive information stored on them intro-
duces serious risks for the privacy of their users.

In this work, we aim to design an end-to-end encrypted OSN which al-
lows easy one-to-one and many-to-many communication. The system should
not require any knowledge about the underlying cryptosystem and scale in
the number of users. The OSN client should also protect the metadata of
communication, such as the social graph.

To achieve these objectives, we designed Snake, an HTML5 in-browser
application interacting with a dumb storage server. We use the state of the
art protocol for authenticated key agreement, FHMQV, and provide two ways
to authenticate public keys in-band: the Socialist Millionaire Protocol and a
form of Web of Trust. Many-to-many communication is designed to handle
dynamic groups in a scalable way. Thanks to a key graph system we are able
to maintain a logarithmic cost to update the group key.

We also define policies for an honest storage server to protect communica-
tion metadata. In particular, we identify what are the essential information
that must be stored in an intelligible form, for the storage server to be able
to offer the service without major performance drops. With this approach we
are able to leave almost no useful information for an attacker when the data is
at rest. Finally, we evaluate the user experience, the system performance and
the overall overhead for the end user.





Sommario

Gli OSN stanno acquistando una sempre maggiore popolarità. Tuttavia,
l’enorme quantità di informazioni sensibili salvata su di essi introduce seri
problemi di privacy per l’utente finale.

In questa tesi, il nostro obiettivo è progettare un OSN in cui i dati sono
crittografati end-to-end e che permetta una semplice comunicazione tra sin-
goli utenti e in gruppo. Il sistema non deve richiedere alcuna conoscenza a
riguardo il sistema crittografico sottostante e deve scalare in presenza di un
elevato numero di utenti. Il sistema deve anche occuparsi di proteggere le
meta-informazioni della comunicazione, e in particolare il grafo delle relazioni
tra gli utenti.

Per raggiungere questi obiettivi, abbiamo progettato Snake, un’applica-
zione HTML5 in-browser che interagisce con un dumb server. Per lo scambio
chiavi abbiamo utilizzato lo stato dell’arte, l’algoritmo FHMQV. Per l’auten-
ticazione delle chiavi pubbliche abbiamo introdotto due opzioni: il protocollo
del socialista milionario e una forma di Web of Trust. Lo scambio di messaggi
all’interno di un gruppo è stata progettata per poter gestire gruppi dinamici in
maniera scalabile. Infatti, grazie ad un sistema basato su un key graph, siamo
in grado di mantenere un costo logaritmico per l’aggiornamento della chiave
di gruppo.

Abbiamo definito una serie di politiche per un server onesto che intenda
proteggere le meta-informazioni delle comunicazioni. In particolare, abbiamo
identificato quali sono le informazioni essenziali da immagazzinare in maniera
comprensibile dal server per far sì che il servizio funzioni senza eccessive perdite
di prestazioni. Con questo approccio siamo stati in grado di non lasciare quasi
alcuna informazione utile ad un attaccante che abbia accesso ai dati in condi-
zione di riposo. Infine, abbiamo valutato l’esperienza utente, le prestazioni del
sistema e il ritardo aggiuntivo introdotto per l’utilizzatore finale.
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Introduction

Online Social Networks (OSNs) such as Facebook [47] count hundreds of
millions of users, which every day post personal information and share con-
tents with friends, colleagues and family members. Due to their ease of use
and pervasiveness, OSNs are also used to maintain business and commercial
relations.

The enormous amount of sensitive information these platforms store is
highly attractive for criminals, therefore adequate security measures are needed.
So far, in most cases, OSN providers have had complete control over user data:
the only restrictions came from the OSN’s Terms of Service and the regulations
of the various countries where the service was available.

The aim of this work is to allow OSNs’ end users to have as much control
as possible over the data they post and to design a service provider storing as
little information as strictly necessary to offer the intended service.

For this reason, we present Snake1, an OSN where most of the application
logic resides in a client-side HTML5 application which can run completely in a
web browser. All the user data is stored in encrypted form on a dumb storage
server. Our system is user friendly and does not require any knowledge about
the underlying cryptosystem. Thanks to a form of Web of Trust (WoT) and the
Socialist Millionaire Protocol, we do not require out-of-band communication for
public key authentication. In Snake, group-wide communication is handled
through a key graph mechanism which allows to manage updates of the group
key efficiently. Moreover, while the dumb storage server is outside the control
of the end user, we include it in Snake’s design assuming an honest provider.
In this scenario we are able to preserve the privacy of the communication
metadata, such as sender and recipient of a message, and more generally the

1We took inspiration for the name from the Metal Gear Solid, a tactical espionage video
game whose primary protagonist is called Solid Snake.
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Introduction

privacy of the social graph.
We benchmark the cryptographic primitives we use and the final overhead

in terms of system responsivity for the end user in comparison with a similar
system not using cryptography. Finally we explore future directions of research
and development of Snake, in particular as a platform for applications not
strictly related to an OSNs, but requiring a secure one-to-one and many-to-
many communication channel.

In the vast world of OSNs, we took inspiration from Facebook in terms
of features and target audience. In fact we target users willing to communi-
cate privately with friends and family members, or more in general, people
they know personally. For this reason we support two types of communica-
tion settings: one-to-one private messaging between users and many-to-many
communication in a group. This is a quite obvious choice, since in other OSNs
such as Twitter [52], posts are by default completely public and the user has
therefore low privacy expectations. Since existing friends can be used to verify
the identity (i.e. the public key) of new friends, trust in friends is a backbone of
the whole system infrastructure. Therefore, we do not consider of primary im-
portance scenarios where the two ends of the communication do not know each
other, as it might happen for instance in a platform to support communication
between whistleblowers and journalists.

For what concerns the system architecture, we proceed on the path of Fri-
entegrity [33]. In particular we start from the issues the authors left open
(see [32]): how to authenticate public keys without out-of-band communica-
tion, deploy the application to the client securely and do encryption efficiently
on the client side. For public key authentication, we use the Socialist Mil-
lionaire Problem (SMP) described in [14], which verifies if two users know a
common secret without disclosing any information about the answers given
by the two ends of the communication, save whether the two answers match
or not. We do not require the presence of an explicit pre-shared secret: a
question is used to recall an implicitly shared secret. The idea of using such
an approach comes from an improved version of the Off-the-Record Messaging
(OTR) protocol presented in [2].

As an alternative way to authenticate public keys we also introduce a con-
cept similar to WoT of Pretty Good Privacy (PGP), which in practice consists
in examining friends of friends lists to collect enough confirmations that the
public key to verify is authentic. The rest of the system mainly uses AES

2



for symmetric cryptography and Elliptic Curve Cryptography (ECC) when
asymmetric cryptography is needed, in particular in the authenticated key
agreement protocol, FHMQV-C [91].

The outcome of our work is a typical client-server architecture where the
two main actors are the HTML5 client and the storage server. All the com-
ponents of the system have to be Free Open Source Software (FOSS). The
HTML5 client is easily portable to different platforms and environments. In
particular, we can deploy it in the form of a mobile application, a standalone
desktop application or a web browser plugin. However, we foresee that most
people will want to use the application directly in the web browser as a stan-
dard web page. For this reason, in our design we include a second, optional,
server whose role is to distribute the client application to the end user. While
its role is extremely simple, as it could even be hosted on a file server, it is a
critical component that has to be managed by a trusted third party, since it
has full control on the code users run. To mitigate this risk we briefly describe
a distribution platform similar to the one of most GNU/Linux distributions.

The client itself is composed by HTML markup and JavaScript code, how-
ever, thanks to WebCrypto API [24], we use in almost all cases the cryp-
tographic primitives provided by the web browser, which offer quasi-native
performances and a sound implementation. To achieve high levels of usabil-
ity, we transparently encrypt and sign outgoing data and verify integrity and
decrypt incoming data, hiding all the cryptographic details from the end-user.

For what concerns the storage server, we model it as dumb entity whose role
consists in performing Create, Read, Update and Delete (CRUD) operations.
Note that the server uses a stateless protocol which handles all the request
without enforcing any access control, except for the fact that only the original
creator of a record can update or delete it.

We consider the storage server in two different scenarios: malicious- and
honest-server. In the former scenario, the storage server is seen as an
adversary, and our aim is to protect the content of messages, profiles and so on
from it. In the latter scenario, we assume the server is willing to collaborate
with us to offer a service providing guarantees on the anonymity of the data
at rest, that is in case an attacker gains access to a database dump.

In the future we intend to improve some aspects on the scalability of group
management and of the storage server. In particular for the latter, we want
to add support for a federated configuration, where the storage server hosts

3



Introduction

user data but it also works as a gateway to other independent storage servers
hosting different data.

An interesting development of Snake is adding support for push notifica-
tions, which would allow to implement a real-time chat application, possibly
with an OTR-like mode, offering the guarantees described in its design pa-
per [13]. Snake is also designed to easily integrate third party, untrusted
and cryptography unaware applications. This plugin system is particularly
suitable for applications such as an online collaborative office suite or a file
sharing application.

The rest of this work is organized as follows. In Chapter 1 we illustrate
the current state of the art and analyze aspects that need more attention. In
Chapter 2 we provide details about the structure, the design and the techno-
logical aspects of Snake. In Chapter 3 we illustrate how a secure friendship
relation is established. In Chapter 4 we describe how we handle in a scalable
way group communication and in particular member revocation. In Chapter 5
we detail the guarantees about the anonymity of the social graph on the data
at rest. In Chapter 6 we discuss the design choices for the front end of Snake.
In Chapter 7 we show the performance of cryptographic primitives and the
overhead for the end user introduced by the pervasive use of cryptography. In
Chapter 8 we explore future directions for our work.

4



Chapter 1

State of the Art

In this chapter we analyze the state of the art from two points of view: we
present some of the most popular solutions for end-to-end secure communica-
tions and we describe the current status of the research in the field of secure
and privacy-aware OSNs. Finally, we provide some considerations on aspects
which require particular attention such as scalability, usability and code origin.

1.1 Popular end-to-end encryption protocols

During the design of Snake we kept in high consideration some currently
relatively popular and widespread solutions for secure communication not re-
lying on a trusted third party, as it happens with the classical PKI scheme. In
particular we took inspiration from PGP and OTR cryptographic schemes.

1.1.1 Pretty Good Privacy

PGP is a widespread tool to encrypt and sign arbitrary data. It was in-
vented by Phil Zimmerman in 1991, as explained and detailed in an informal
communication in [107], as a simple tool that would allow the average user
to achieve strong privacy over his communications. After a troubled release
history, PGP has been finally standardized in RFC 4880 [17]. Its main uses
are digital signing and encryption of e-mail communications, encryption of files
and digital signing of software packages for secure distribution. Its simplest
use is the symmetric encryption of a file with a key, derived from a password,
which has to be exchanged with the intended recipient through a secure com-
munication channel. Since an actual secure communication channel is usually

5
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not present, PGP employs PKC. Each user has one or more keypairs, whose
public part has to be spread as much as possible and it is often published on
the user’s personal website, in the e-mail signature or, most importantly, on
dedicated servers called key servers.

When Alice wants to send an encrypted message to Bob, she first encrypts
it with a random symmetric key, then retrieves Bob’s public key from one
of the above mentioned sources, and attaches to her message the symmetric
key encrypted with Bob’s public key. If she wants to make the same message
available to Charlie, she has to encrypt the same symmetric key with Charlie’s
public key and attach it too. When the recipient reads the message, he first
decrypts the symmetric key with its private key and, with the obtained key,
he is able to decrypt the message itself.

If Alice wants to send Bob a digitally signed message, she uses her private
key to sign the message and attaches the signature to the message. Anyone in
posses of Alice’s public key can verify the signature.

A key point for the described system to work properly is the authenticity of
public keys. In fact, if an attacker, Mallory, is able to make Bob believe Alice’s
public key is a public key whose associated private key is under Mallory’s
control, he can send Bob a message pretending to be Alice. In the same way,
if Mallory can intercept an encrypted message for Bob, he can use his own
private key to obtain the symmetric key used to encrypt the message and read
its content. Then, he can re-encrypt the key with Bob’s real public key and
forward him the message. This kind of attack, known as man-in-the-middle
(MITM), is completely transparent to both Alice and Bob.

To overcome this issue PGP introduces the concept of WoT. Basically when
the public key of a user gets published on a key server, it is possible for another
user to publish a digital signature over that public key using his own private
key. When a user signs a public key he is saying he verified that the public
key corresponds to the associated user. We can represent this structure as a
directed graph where the vertices are the public descriptors of users (typically
made of an e-mail address and the public key) and the edges are the signatures.
The result is the so called Web of Trust. The trust derives from the fact that
the signing user has verified, either over a secure channel or in person (at the
so called «key signing parties»), that the signed public key actually belongs to
the declared user.

The Web of Trust is helpful in several situations to make public key authen-
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tication easier. Suppose Alice wants to write to her new friend, Bob. Suppose
also both Alice and Bob are friends with Charlie. If Alice has verified Charlie’s
public key in person, and Charlie did the same with Bob, Charlie can publish
a signature over Bob’s public key, which is enough to make Alice trust Bob’s
public key, since she can verify Charlie’s signature with his public key.

Despite these useful features PGP has a series of design flaws. First of all,
encrypting a message for multiple recipients it is not scalable, since it requires
to attach a different version of the symmetric key per recipient along with
the ciphertext, which becomes unpractical if a user wants to send the same
message to a large number of people.

As highlighted by Mike Perry in [80], the WoT suffers from a series of
problems too. First of all, the graph presenting the WoT is public and it is
possible to infer relationships among users (a signature over a user’s public key
likely means the two people know each other). Moreover, highly trusted users
represent single points of failure, as their private keys, if compromised, would
allow an attacker to sign a fake key which would in turn be trusted by a large
amount of users. This is due both to the transitivity of the trust in the PGP
model and to the fact that the whole graph cannot be authenticated, which
allows an attacker to mangle it, possibly hiding significant parts.

Besides the technical issues, and despite its relatively large adoption, PGP
is considered to be still rather complicated for the average user, since it requires
to have a basic understanding of how PKC works, and how to make it work
properly. Big steps have been done to be improve its usability, for instance
with friendly GUIs but, as shown in a in-depth analysis of a PGP GUI [103],
there are still serious usability issues.

1.1.2 Off-The-Record Messaging

OTR is a cryptographic protocol designed to agnostically work over any
existing instant messaging protocol such as Skype, XMPP and the now defunct
Windows Live Messenger. OTR was created by Borisov et al. [13] to overcome
some problems present in protocols such as OpenPGP, in particular when
compared to the privacy features of a real-life secret conversation. OTR aims
to offer the following additional properties:

Perfect forward secrecy (PFS) The conversation secrecy must be guaran-
teed even if an eavesdropper records the encrypted communication be-
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Â B̂
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ga2 , E(m1, H(ga1b1))
gb2 , E(m2, H(ga2b1))
ga3 , E(m3, H(ga2b2))

Figure 1.1: Example of a messaging session offering PFS. PFS is achieved
sending a new public key at each message exchange and using a key derived
from the latest available keypair.

tween Alice and Bob, and, in a later moment, recovers all their long-term
secret key material. This properties is achieved using an ephemeral key
for the encryption of the messages, derived through the Diffie-Hellman
(D-H) key agreement protocol [29] and discarded as soon as the symmet-
ric session key is obtained.
Figure 1.1 shows a short example session where PFS is achieved. We
assume Alice and Bob agree on a prime number p, a primitive root g
modulus p and choose two integers, respectively a1 and b1, which we call
ephemeral private keys. Also, let H be a cryptographically secure hash
function. When the conversation begins, Alice and Bob compute over
Zp and exchange a first pair of ephemeral public keys ga1 and gb1 . Then
Alice sends a first message m1 encrypted with H

(
ga1b1

)
along with a new

public key ga2 . At this point Alice can delete her ephemeral secret key
a1. Bob decrypts m1 with H

(
ga1b1

)
, answers with a message encrypted

with H
(
ga2b1

)
and gb2 , and forgets b1. It is now information theoretically

impossible for anyone, Alice and Bob included, to recover ga1b1 , and thus
(assuming the symmetric cipher is not broken) recover the plaintext of
m1.

Repudiability Bob should be able to prove himself that a message he receives
from Alice is actually authentic, but he shouldn’t be able to prove that
to a third party. This is the opposite of the well-known non-repudiability
property that digital signature schemes, such as RSA, offer. To obtain
this property, the exchanged messages are not digitally signed: integrity
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is ensured computing a message authentication code (MAC) of the mes-
sage using as key the hash of the key used for encryption: H

(
H
(
gaibj

))
.

This means that both Alice and Bob can forge a message with an appro-
priate MAC and it is therefore impossible to prove to a third party who
the author was.

Forgeability Short after Bob has verified that the received message was from
Alice, the message must become forgeable by anyone. The OTR protocol
ensure this property letting Alice reveal in clear the key used to compute
the MAC over message m (i.e. H

(
H
(
gaibj

))
), right after she is sure Bob

has used that value to verify m. In this way anyone is able to forge a
message m′ and compute a valid MAC for it.

We said digital signatures are not used due to the repudiability requirement,
however there is a necessary exception to guarantee authentication: the first
D-H exchange is digitally signed so that Alice is sure to be talking with Bob
and viceversa.

The existence of long-term keypairs leads us back to the problem of public
key authentication. While at first public keys were assumed to be verified out-
of-band, in a later work [2], the authors of OTR introduced a new mechanism to
authenticate public keys not requiring (explicit) out-of-band communication.
In short, Alice asks Bob a question whose answer is known only to the two
of them, and the answer is employed, together with the public key of both
users, in the Socialist Millionaire Protocol, as described in [14]. SMP allows to
determine whether Alice and Bob share a secret value, without revealing each
other anything concerning the secret, except whether the two answers match
or not. We will provide an in depth description of those mechanisms later on
in Chapter 3.

1.2 Online Social Networks

Due to the high amount of attention received in the mainstream media,
privacy in the OSN context has become a relevant research topic in the aca-
demic world too. The proposed solutions can be split in three categories with
respect to how they store user data: distributed, centralized (or federated),
and as on overlay to an existing OSN. In the following, we present these three
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categories and focus on their advantages and problems paying particular at-
tention to some aspects we consider relevant such as user revocation, group
communication cost, public key authentication and location of the data and
the application.

1.2.1 «Overlay» OSN

The idea of adding privacy to an existing OSN is quite attractive since no
user migration is required, existing accounts and relationships are effortlessly
preserved. A further advantage for the end user is the familiar user experience,
since it is not necessary to deal with a new interface. On the other end the
original service provider might not approve encrypted content on its platform,
as it would prevent it from mining user profiles in order to offer highly targeted
advertisement, which currently is one of the most widespread business models
for OSNs. To overcome this issue Saikat et al. [44] proposed NOYB, a system
to improve privacy of user profiles of an existing OSN in a way hard to detect
for the OSN provider. To achieve this, NOYB does not directly encrypt profile
fields but swaps them with those of another user of NOYB, using a pseudo-
random substitution cipher. What gets encrypted is the index which maps a
user to its profile fields. Suppose for instance Alice is female and 25 years old,
her profile descriptor would be (Alice, F, 25). NOYB does not save that data
on the underlying OSN, but splits the profile in two parts, (Alice, F) and (25),
and substitutes them with data from other users of NOYB, for instance (Bob,
M) from Bob and (32) from Charlie. A user in possess of Alice’s key is able to
decrypt the index used to associate these information correctly. This index is
hidden into the profile picture through steganography techniques. This way,
without the key, it is not even possible to tell whether NOYB is being used at
all.

While being original and interesting, NOYB approach is viable only with
small amount of data, namely profile details. Matthew et al. introduced fly-
ByNight [65], which, being a Facebook application, still relies on a previous
OSN but it is able to provide secrecy for one-to-one and one-to-many mes-
sages. The application encrypts messages on the client side in JavaScript and
stores them on its own server. In case of multiple recipients, the message is
re-encrypted by the flyByNight server through a proxy re-encryption scheme
which basically shifts the computational cost of encryption (which is linear in
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the size of the group) from the end user’s client to an intermediate proxy.
flyByNight encryption is done on the client-side, and therefore can be easily

tampered by the OSN to obtain plaintext or the secret key material itself. For
this reason Luo et al. proposed FaceCloak [67], which is similar to flyByNight
but relies on an browser extension instead of on a Facebook application, making
it impossible for the OSN to alter it. It also strives to be undetectable by
the OSN posting apparently sensible messages on Facebook, and storing the
encrypted payload on a third party server. However, since fake messages are
indistinguishable from unencrypted messages, each message has to be looked
up on the third party server to check if an encrypted version is available.

Beato et al. [9] proposed Scramble, a completely client-side solution which
does not involve any third party server but relies only on a browser plugin. The
plugin works in an OSN-independent fashion, which makes it suitable even for
blogs and other online systems. Messages are encrypted using the OpenPGP
standard [17] to enforce Access Control Lists (ACLs). When the plugin detects
a PGP message in the page, it is decrypted transparently on the fly.

One of the big disadvantages of the overlay approach is that it may lead
to a Terms of Service violation, for instance on Facebook the user is not al-
lowed to post fake profile information. Moreover, people not using the privacy
enhancing application will see wrong and misleading information that strive
to appear legitimate to the OSN or unintelligible encrypted data. For exam-
ple ASCII-armored PGP message or series of Chinese, Japanese, and Korean
(CJK) symbols as in [92].

A further problem of overlay based approaches is that, if no distinct OSN
is created, most of the above systems rely, at least partially, on an third party
server hosting metadata or the content itself. The actual advantage over stan-
dalone OSN is thus reduced to have at disposal existing relationships: a scalable
and robust infrastructure is still required. In certain cases, such as [65], the
external server might have a considerable amount of load not only from the
network point of view, but also on the computational side.

As it has been pointed out in [99], adding a cryptography layer on a system
which is mostly cleartext is dangerous, since it is always possible for an attacker
to perform a downgrade attack, by making it impossible or very hard to post
the encrypted message until the user gives up and sends it in clear anyways.

This kind of approach also suffers from the fact that the social graph and
the messages’ metadata are still available to the OSN, while a completely
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distinct implementation might have a wider room for manoeuvre.

In conclusion, the problem with adding privacy as a layer over existing
systems is general and hard to overcome, since strong user privacy is in perfect
opposition with the business model of current OSNs, which obtain most of
their revenue out of highly targeted advertisement. Widespread usage of these
methods would inevitably lead to a strong effort by the service provider to
detect encrypted messages and related plugins or applications and ban them.
We thus deem this approach as not viable on the long-term.

1.2.2 Standalone

A first approach in building a standalone OSN consists in having a series
of interacting federated servers. In the ideal situation, each user has its own
individual server running the application. This way, the server can be almost
completely trusted and privacy is preserved even if it stores unencrypted data.
Giving access to the plaintext offers the benefits of a lower workload and the
chance to perform range queries efficiently. An example of such an architecture
has been proposed in Vis-à-Vis [93], where each member runs an Amazon EC2
instance.

While keeping the users’ personal data on a private server offers a good
privacy level, it is not very realistic to assume each member will be able to
manage and afford a dedicated service. A relaxed version of the federation
principle is at the base of another OSN which received a considerable amount
of attention, Diaspora [35]. In Diaspora everyone can set up a pod, i.e. a node
of the federated network, for both personal use and for other trusting people:
the main difference if compared with Vis-à-vis is the fact that each pod can host
account of multiple users. The ease of usage comes at the cost of trusting the
owner of the pod, which may or may not be more trustworthy than current
centralized OSN providers. A frequently proposed solution for this problem
is to use the pod set up by a friend considered trustworthy. However, the
trust in a friend is not perfectly stable and eternal, and in any case the user
should always keep in mind the owner of the pod will always be able to read
all his messages. In conclusion preserving the user’s privacy in a federated
environment could result to be even harder than dealing with a single entity,
such as Facebook, since law enforcement against a single centralized provider
would be easier. Moreover, storing unencrypted data exposes the OSN to
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massive data leak in case of server compromise by an attacker or seizure by
law enforcement.

Others have faced the challenge from another point of view, considering
the storage provider, at least partially, an untrusted entity. De Cristofaro
et al. worked on Hummingbird [28], a Twitter-like application which aims
to preserve the privacy of a user willing to follow another user or a simple
hashtag To achieve this all the tweets and associated hashtags are encrypted
by the client before being delivered to the remote server. Despite encryption,
thanks to an Oblivious Pseudo Random Function (OPRF) mechanism based
on Blind-RSA signatures, the service provider is still able to match, for each
user feed, hashtags and their subscribers.

Tran et al. [97] proposed another system involving proxy re-encryption in
which there is a private key x for each user i, which gets divided in two parts,
xi1 and xi2 , where x = xi1+xi2 . The former is given to the user, while the latter
to the proxy. When a user i wants to send a message to a group, he encrypts it
with xi1 with El-Gamal, and stores it on the cloud. When j, who is a member
of the group, wants to get access to the message, the proxy is responsible to
convert the message to something j can decrypt. To achieve this, the proxy
first encrypts with xi2 the message and then decrypt it with xj2 . Thanks to
El-Gamal properties, this operation leads to the original message encrypted
with xj1 , which allows j to decrypt it. While this scheme does not allow the
proxy to read the content of the message, it relies on an external trusted entity,
a key manager, which has to generate and distribute the keypairs.

In Frientegrity, Feldman et al. [33], face the same problem but using a graph
structure, introduced in [104], which performs key revocation in logarithmic
complexity w.r.t. the number of members of the group. The other important
focus in Frientegrity is the detection of equivocation, that is the situation in
which different users have different, but internally coherent, views of the OSN.
In their system, the storage provider can still offer different views to two users,
however once it does, the users must be prevented from communicating be-
tween each other, otherwise the tampering would be detected. While we leave
equivocation detection for future works, in Chapter 4 we further explore and
improve key graph usage in the OSN group management context.

Du et al., in PrivOSN [31] ignore end-to-end encryption and focus their
attention on minimizing the amount and size of trusted components in the
system and strive to improve anonymity and privacy of relationships. In the
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PrivOSN model the only component requiring full trust is the pmonitor, a
tiny application running on the user’s machine whose role is to transparently
encrypt/decrypt all the outgoing/incoming traffic generated by the real client.
The real client, called pclient, runs in a sandboxed environment similar to
Google NaCL [48], and cannot communicate with the network bypassing the
pmonitor. The advantage of this decoupling relies in the fact that pmonitor
should be open, small and simple, and therefore easy to analyze and review.
On the anonymity side, PrivOSN introduces a component called pproxy which
consists in a proxy server between the client and the server storing the en-
crypted data which forwards the traffic from and to the server and the client
anonymously. This second level of decoupling makes it harder for the OSN
service provider to monitor user interactions and thus relationships.

1.2.3 Peer-to-peer

Baden et al. proposed Persona [6], a decentralized platform offering a
Facebook-like application, protecting the remotely stored data with a mix of
Attribute Based Encryption (or ABE, as introduced in [90]) and classical PKC.
Attribute Based Encryption offers high flexibility in ACL definition at the cost
of an higher computational cost.

Jahid et al. in EASiER [53] continue on the path of Persona, proposing an
efficient way to revoke access thanks to a minimally trusted third-party server.
This external entity cannot decrypt the messages it receives but, through proxy
re-encryption, manages revocation of users and attributes (i.e. group member-
ships) without forcing the original author to distribute a new key and to re-
encrypt the data. This feature is particularly useful if compared with the linear
cost in the size of the group that several previous works (such as [6, 28, 65])
require to ban a user. It is also worth noting that, unlike Tran et al. [97],
proxy re-encryption does not require a third party key manager. On the other
hand, proxy-encryption requires to rely on a third party server, which, al-
though cannot collude with a banned user to decrypt messages sent after his
removal, has to perform cryptographic operations for each request, which may
be computationally intensive for large amounts of traffic.

In EASiER and Persona little attention was paid to the Peer-to-peer (P2P)
network infrastructure. EASiER authors explored this aspect in DECENT [54].
They proposed a decentralized implementation of the illustrated approach
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based on Distributed Hash Table (DHT), however performance tests lead to
not completely satisfactory results. DECENT has been subsequently improved
to reduce computational and network costs using social relationship as caches.
This caching system, implemented in Cachet [77], consists in storing the up-
dates of a user in his friends’ nodes in unencrypted form. This way, friends
work as a plaintext cache to speed up retrieval of most recent updates, while
other updates have to be retrieved from the DHT and decrypted.

One of the first attempts to design a P2P OSN was made by Buchegger et
al. with PeerSoN [16]. To ensure secrecy of the messages exchanged among
users, PeerSoN makes use of symmetric and asymmetric encryption. As a first
approach to the problem, and being more focused on other challenges such as
data availability, the authors assume the existence of a PKI offering key revo-
cation and quickly mention out-of-band authentication of friends’ credentials.
While this may sound unpractical, it fits well into one of the primary features
declared in PeerSoN: offline direct data exchange through, for instance, mo-
bile devices. The authors also highlight some of the big issue emerging in the
design of a P2P OSN is data availability, how to exploit geographic diversity
of the nodes to increase it and how to overcome the high resource demand in
terms of storage for the end user.

Narendula et al., in porkut [76], present an approach similar to Diaspora
but in a P2P setting. In fact, the user chooses a couple of friends who are
responsible for hosting his data and enforcing the associated access policies.
These nodes have to be chosen carefully and keeping in mind both their trust
level and their capability to keep the user’s data available. Liu et al. designed
Confidant [62] in a similar way. The data is replicated in plaintext on a limited
number of friend’s machines. However they still require a hosted server to
serialize the updates of the user, and assume that the keypairs involved in the
system can be exchanged out-of-band securely. Moreover, they do not offer a
way to evict a group member without recreating the group from scratch.

Graffi et al. in [43] design a P2P system enforcing ACLs through a naïve
approach similar to PGP: content is encrypted with a symmetric key, which
is attached to the message asymmetrically encrypted multiple times, once for
each intended recipient. Public key authentication is bypassed using public
keys themselves as identifiers.

Backes et al. [5] defined an generic API for a secure OSN platform which
aims to enforce access control over user resources preserving the privacy of
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social relations and anonymity of the user. In their work data is hosted unen-
crypted on a server operated directly by the data owner. While this approach
has already been discussed, the authors introduce a new interesting point:
ACLs are not kept in clear, but are composed by anonymous tokens associated
with their permissions. These tokens can be either a pseudonym or a social
relation (e.g. close friends). A user gets access to the resource revealing its
pseudonym or proving to be in a certain relation through a zero-knowledge
proof. The declared aim is to protect the social graph even in case of compro-
mission of the storage server or seizure of data.

What makes the P2P configuration particular attractive, besides using an
existing infrastructure without additional costs, is the fact that there is not
a single (or a few) entities storing all the data, making thus such a network
harder to monitor effectively. However, following the recent coming to light of
nation-state scale wiretapping on large data backbones [57], such a large scale
monitoring is no more implausible.

1.3 Consideration on the state of the art

The presented literature covers a large portion of the issues related to the
design of an end-to-end secure and privacy-aware way to communicate. Table
1.1 on page 18 tries to summarize a subset of this aspects we consider of
particular relevance.

Cost of user revocation Removal of a member from a group should scale
well with the size of the group. This means it should not require to send
a custom message to each member of the group (i.e. O (n) cost). To
achieve this, an external trusted entity is required (such as in EASiER
and derivatives [53,54,77]) or some more sophisticated technique such as
hierarchical key management illustrated in Frientegrity [33].

Public key authentication Public key authentication cannot be ignored and
it should be easy for the average user. It should not require (explicit)
out-of-band communication. Almost all of the analyzed works ignore this
aspect, which we consider a key point to make cryptography usable with-
out relying on a trusted third party. We consider of particular interest
the method proposed for OTR in [2].
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Code origin The choice of client origin is a compromise between ease of use
and security. To offer an experience as close as possible to that of cur-
rent OSNs, a secure OSN could be designed as a simple web application
delivering an HTML page taking care of the encryption part and then
storing the data remotely. The problem with this solution is the fact that
the service provider can easily tamper with the code and compromise the
keys. Moreover JavaScript cryptography is problematic from both a se-
curity and a performance point of view. For these reasons several of the
mentioned works require the user to install a browser plugin. This way a
native implementation of the cryptographic primitives can be used, and
the client can be deployed through reliable channels. On the other side
this plugins are frequently architecture- and browser-dependent.
The third approach, typical of P2P systems, consists in installing a com-
pletely standalone application.

Data storage location The location of the data is a characteristic of high
relevance, since it determines who retains control over data. The ideal
solution would be the one where each user keeps his own data and di-
rectly distributes it to those interested. We deem unpractical to have a
dedicated server per-user, so we mainly considered a P2P configuration.
Distributed storage requires nodes to host data of other users to keep it
available while the respective owners are offline. However this approach
incurs in non-negligible network and storage overheads, as shown in [16].
While less than ideal, storing data on a dedicated server or on a fed-
erated network of public, non-personal servers is more realistic and can
offer unmatched levels of data availability.

Cost of multiple-recipient messages Group messaging is a vital feature of
an OSN, for instance to implement the wall application. For this reason
we deem fundamental to have a constant cost in the number of recipients
in terms of computation and message size. In particular we do not want
to attach the key encrypted in as many different ways as the number of
recipients (O (n) cost). An option for this is to use proxy re-encryption to
transform the sender’s ciphertext in a ciphertext which can be decrypted
by the recipient. While the usage of a proxy saves some computational
effort due to the fact that, if a message is never requested by a specific
recipient, no computation takes place, it simply shifts the cost from the
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client to the proxy. If an appropriate revocation mechanism is in place,
we deem the usage of a shared symmetric key to be the best option.

We also note that the all the proposed solutions which work as an overlay over
an existing communication system, be it an OSN, the e-mail service (for PGP)
or an instant messaging protocol (for OTR), cannot protect all the metadata
of the underlying layer, which usually includes sender, recipient and other
sensitive information.

Table 1.1: Summary of relevant aspects of the state of the art for privacy-
aware OSNs. The Revocation column indicates the asymptotic amount of
data to send to remove a user from a group, in the the group size n. Public
key authentication indicates how public key authentication has been handled.
Code origin indicates where the application runs and what is its origin. Data
location indicates where the user data is stored. Group message indicates the
asymptotic computational cost, in the group size n, required to send a message
to a group, and which component is in charge of doing so. Not considered (n.c.)
means that the specific aspect has been ignored or has been considered as a
future development.

Revocation Public key Code origin Data location Group message

authentication Cost Where

NOYB [44] O (n) out-of-band Firefox plugin underlying OSN O (1) client

flyByNight [65] n.c. out-of-band Facebook app. dedicated server O (n) proxy

FaceCloak [67] n.c. out-of-band Firefox plugin dedicated server O (1) client

Scramble [9] O (n) out-of-band Firefox plugin underlying OSN O (n) client

Vis-à-Vis [93] N/A out-of-band web app. own server N/A N/A

Diaspora [35] N/A N/A web app. dedicated server N/A N/A

Hummingbird [28] n.c. n.c. Firefox plugin dedicated server O (1) client

Persona [6] O (n) out-of-band Firefox plugin peers O (1) client

EASiER [53] O (1) n.c. Facebook app. peers O (n) proxy

DECENT [54] O (1) out-of-band standalone peers O (n) peers

Cachet [77] O (1) out-of-band standalone peers O (n) peers

Tran et al. [97] O (1) third-party N/A N/A O (n) proxy

Frientegrity [33] O (log n) out-of-band standalone dedicated server O (1) client

PeerSoN [16] PKI out-of-band standalone peers O (n) client

porkut [76] N/A n.c. N/A peers O (1) client

Confidant [62] O (n) out-of-band Firefox plugin various O (1) client

Graffi et al. [43] n.c. implicit standalone peers O (n) client

PGP [17] N/A WoT standalone various O (n) client

OTR [2,13] N/A SMP standalone N/A N/A N/A
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Chapter 2

Proposed System architecture

In Chapter 1 we listed various approaches used for the realization of privacy-
aware OSNs. For the realization of Snake we decided to create a new stan-
dalone FOSS OSN that employs the widely used client-server model. We did
not choose to use neither the overlay solution nor the P2P one due to the
problems highlighted during the study of the state of the art.

As shown in Figure 2.1 on page 20, there are three main components in
our system:

Client The client is an HTML5 application designed to run in a web browser
but easily portable to other environments such as a browser plugin and
a desktop or a mobile application (thanks to technologies such as Phone-
Gap [15]).

Storage server A server where all the user data is stored running a very
simple data providing service. The client interacts with the storage server
through a HTTPS interface.

Application distribution server This component hosts the code of the client
application, and serves it over HTTP to the end-user web browser over
a Transport Layer Security (TLS) connection. His role is extremely sim-
ple: it just delivers static files, in particular it never interacts with the
storage server, only the client does. In fact, it could even be a simple file
server.

We proceed briefly illustrating some use cases and then describing each of the
three components in detail.
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Figure 2.1: Scheme of system architecture

2.1 Use cases

We developed Snake with the aim of realizing a minimal layer for secure
one-to-one and group communications with features similar to a typical OSN.
In this section we show a list of use cases we kept in mind during development.

Access to the system To access Snake, the user points his web browser to
a web page hosted by the application distribution server delivering the
client or installs it to his device through an application marketplace such
as Google Play [49].

Registration To register to the system the user inputs user name and pass-
word in his client, which initializes the user account, his profiles and
stores them on the remote server.

Login The user inputs user name and password into the client, which fetches
the necessary data from the storage server and initializes the application.

Profile management A user can create new profiles and customize existing
ones changing information such as name, surname, birthday and so on.
Each user has a public profile, which can also be empty.
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Friends management A user can establish a new friendship which allows
him to securely communicate with the new people. A new friend can be
added to one or more groups he manages, in particular his friend’s group.
When a relationship with a user is terminated, the user is removed from
the friend’s group and his messages are ignored.

Exchange private messages A user can securely send and receive private
messages to friends with whom a friendship is in place.

Manage groups A user from the client can manage groups. Groups can be
groups of his own friends (which can be more than one) or generic groups
of people such as «Students at Politecnico di Milano». The user can add
another user to a group with different privilege levels. These privileges
regulate if the participant can just read messages for the group, post
new ones or also administer the group. Users can also be banned, which
means they will not be able to read future messages or post new ones.

Exchange messages with a group The user, through the client, can read
messages posted to the group and, if he has the proper privileges, post a
new ones.

View recent posts aggregated The user, through the client, can also view
in a single page the «stream» of all the recent messages that have been
posted to groups he is participating to.

2.2 Analyzed scenarios

Before designing the detailed system architecture we defined the scenario
in which we want to realize our application. This is a very important phase
because the architectural choices of the system have to be made in relation
to the considered scenario. With this analysis we can define a precise threat
model for our application, which will be described from now on, to show which
guarantees we can provide to the user. Note that not all the threats will be
addressed since some of them simply do not depend on us and are therefore
out of scope.

The storage server is used to store all the user’s data and information
exchanged between users within the OSN. The confidentiality, integrity and
authentication of this data is already enforced by the client, but we must also
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ensure the privacy of the associated metainformation. Despite the fact that
every record stored by the server is encrypted, sensitive information might be
derived anyways.

We do not want data on the storage server to leak information about users,
friendship relations, group memberships and all the other types of interactions
between users. This kind of attack can be carried on by the server itself, by
someone collecting data of other users, or even by a government agency that
seizes the data.

The type of information that can be derived strongly depends on the server.
We will consider two different scenarios showing what are the threats and
the guarantees over data of the users that we provide: a malicious- and an
honest-server scenario.

2.2.1 Malicious-server

In this scenario the storage server is untrusted in two aspects: he can
tamper with the data and store additional metadata to track the user.

The first aspect considers all the various types of passive and active attacks
aiming to break the secrecy of the exchanged messages, in particular we also
consider MITM attacks.

The second aspect considers that the storage server can also try to track
the user as much as possible. But this is not limited to the storage server,
we also take into account the case where someone is sniffing the network traf-
fic generated by a client. Information that may be stored along with each
record are: the IP address that has generated an operation, the user agent
of the browser used to connect to the web server, the operating system, the
mobile device used, the timestamp of each network request and any other fin-
gerprinting information that may be used to recognize a user and all the data
he published.

Looking at the decorated data, it is possible to deduce information like: the
user x uses our application only by its Android smartphone, x lives in Italy
and uses our application twice a day, x has sent messages to the user y and so
on. However, we will be able to guarantee that it is not possible to obtain the
content of the exchanged messages or other data pertaining the system. Every
other type of connection among users can only be guessed but not proven with
the data.
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2.2.2 Honest-server

In this scenario the storage server can be considered trusted. As in the
previous model it offers the service regularly and fulfills all the requests. In
addition to this we assume that the server does not store any kind of the
aforementioned additional data.

In this scenario our system will guarantee that by looking only at the data
at rest, no significant information can be derived. It will be only possible
to understand if a certain user exists and match it with his public profile.
In practice no relevant information is disclosed, except from what the user
explicitly marked as public.

2.3 Application distribution server

The role of the application distribution server consists in delivering the
client to the end user browser over HTTPS. However this is only one of the
possible ways through which it is possible to obtain the client. For instance,
if the client is in the form of a mobile application, in most cases it will be dis-
tributed and updated through a marketplace for the device platform. Another
option is to install it as a web browser extension, in which case the browser
will take care of updating it frequently from his own repositories.

If the application distribution server is used, it is a trusted component
which has to be chosen carefully by the end-user since it can alter the appli-
cation on the fly and completely compromise the user’s privacy. It should be
hosted by an entity which frequently updates, reviews, tests and then deploys
the code. This entity should also properly manage its TLS certificates. For
these reasons, the ideal solution is to have dedicated entities to handle this.

The reference model we have in mind are GNU/Linux distributions that
digitally sign software packages, such as Debian [82]. Both in GNU/Linux dis-
tributions and in our case, an attacker trying to compromise a user account has
to be able to actively manipulate the connection with the server hosting the
application (i.e. carry on a MITM attack) and get access to the distribution
server private key. In our case, the attacker needs the server’s TLS private key
to break the secure connection, while in Debian’s case the attacker needs the
GnuPG private key used to sign packages. There are however some differences.
First of all a web page is updated more frequently than the whole system, in-
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creasing the exposure to attacks, although in a frequently updated system the
difference is negligible. Another issue is the fact that in case a compromised
client application is used for a time lapse, and subsequently the uncompromised
client is restored, no trace of the break-in remains, while GNU/Linux distri-
bution usually keep a log of updates. Another difference lies in how frequently
the private key is used: in a web server the TLS private key has to be always
available to the daemon process, while the GnuPG private key is needed only
upon a new package release and can therefore receive better protection.

In this work we assume TLS is secure and no one without the server’s
private key can alter the content of HTTP responses. In particular, problems
deriving from the TLS PKI or Certification Authority (CA)s are out of the
scope of our work. If this is a issue, we refer to other works such as Perspectives
[101] and Convergence [70].

2.4 Data storage server

The storage server is responsible for storing all long term data and keeping
it available from everywhere. It is composed by a thin HTTP interface realized
in Node.js [25] and a RDBMS as a backend for data storage, specifically MySQL
[23]. Note that in the following we consider the storage server as a single entity,
since our work is more focused on the client. However nothing prevents us from
building the storage server as a distributed system with horizontal partitioning
of the data. Even better, the clients could connect to a storage server, part of
a network of independent federated storage servers, which serves the data it
has directly available or, if it is not, forwards the request to the appropriate
storage server. We leave exploration in this direction for future works.

The storage server is considered untrusted in the malicious-server sce-
nario and trusted in the honest-server scenario. In practice this means
that we are able to guarantee the confidentiality, integrity and authenticity of
the content of the exchanged messages even if the server is untrusted, but to
obtain guarantees about privacy of the social graph, we have to assume the
server stores only the information the client sends it. If the storage server
stores additional metadata such IP addresses, browser characteristics or even
timestamps, these guarantees may be lost. Note that if we consider the first
scenario, the connection between the client and the server may also be unen-
crypted as the information we send is considered to be stored on an untrusted
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storage provider. By contrast using an encrypted communication transport
layer such as TLS (i.e. HTTPS) offers great benefits for the second scenario,
as it protects our metadata from an third entity monitoring the connection,
which could store the flowing information with richer metadata than an honest
storage server would. Further dissertation on this in Chapter 5.

The storage server basically executes CRUD operations requested by clients.
The only access control rule enforced by the storage server consists in allowing
only the original creator of a record to remove or update it. This is possible
since when a user asks the storage server to insert a new record, it also sends
an editToken which is stored along with the record, and it cannot be read
or updated. When the user is in need of deleting or updating the record, he
will provide, as a proof of authorization, the editToken. Since the token is
secret and only known to the original author he does not need any further
authentication. From the server’s point of view the editToken is simply a
random bit sequence, however the client may use the digital signature of the
record, encrypted with a dedicated key. Note that this type of per-request
authentication, allows us to keep the protocol completely stateless. Note also
that since a user is in full control of his own data, he may alter it at his will
without the need to notify the other users. Besides this enforcement, the stor-
age server executes any operation request by unauthenticated users: integrity
and authentication checks are made on the client-side.

In Figure A.1 on page 133 we can see the tables composing the relational
database on the storage server. Its structure is simple: a table for the user
descriptors (User), a table for profile descriptors (Profile), a table for group
descriptors (Group), a table for both private messages and posts to groups
(Message) and a table for the Web of Trust (see Section 3.4). The four main
tables, User, Message, Group and Profile are composed by a primary key,
used by the client to query the database, the editToken described above,
a series of public fields and a single container for all the encrypted fields,
privateData. The Group table also contains an adminData field, which is
similar to privateData but intended only for use by administrators of the
group. We detail the meaning of the other fields in Subsection 2.5.2, while
the WoT table is described in Section 3.4. For further information on how the
primary keys are handled and on join paths refer to Section 5.2.
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2.5 Client

The client is the component in charge of most of the whole system’s logic. It
receives, decrypts, checks integrity and authenticity of all data received from
the storage server and presents it to the user. Viceversa, it also encrypts,
digitally signs and sends to the storage server all the data generated by the
user.

There are many threats to which the client is exposed. For instance, con-
sidering a web browser based client, it is possible that security bugs allow an
attacker to compromise our application. If the client is compromised we can-
not guarantee the confidentiality, integrity and authenticity of the information
sent and read by the user. Therefore we assume that the client is running on
a trusted system and runs applications that provide a safe, uncompromised
environment. All the possible problems arising from the use of a compro-
mised system or problems caused by security bugs of other applications will
not be addressed as they go they beyond the scope of this work. Given that
the integrity of the client is not compromised by the platform it runs on, we
are able to guarantee the confidentiality, integrity and authenticity of user’s
information.

2.5.1 Client architecture

In the simplest configuration, the client consists in a Single Page Appli-
cation [39] which the user downloads from the application distribution server
through his web browser. It is composed by HTML5 markup, JavaScript code
and CSS stylesheets.

Following the best practices in JavaScript development, all of our code is
asynchronous. This implies that the user interface remains responsive while
network and cryptography related tasks are running in background, and is
notified of their completion through callbacks. To use in an elegant way the
asynchronous paradigm we use DOM4’s Promises [11] with the support of a
polyfill [89].

The application is designed following the Model-View-Presenter (MVP)
paradigm and it is entirely based on Backbone.js [3], a lightweight JavaScript
framework in turn based on the Underscore.js library [4], which we substituted
with a more consistent, better performing and compatible library: Lo-Dash
[26].
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Our implementation is divided in the following components, in large part
inspired by the Backbone.js structure:

Snake.Model A model is a data container for an object of the system such
as an user, a profile or a message. It agnostically holds a dictionary of
key-value pairs called attributes, no structure enforcement is done at this
stage. A model also contains default values for newly created models,
references to connected models (e.g. profiles of a user), the logic to fetch
them automatically, event management routines (e.g. «model ready»
or «model modified») and the logic to obtain the associated signing,
verification and encryption keys.

Snake.View A view is a component responsible for rendering a certain model
in a certain context and for handling user interaction. When a view is
instantiated it is connected to a model. It is possible to have more than
a single view for the same model, for instance the profile model has
two views. The first shows all the possible information for the profile
page, while the second one, used to render user lists, just shows minimal
information such as picture, name and surname.
To elegantly handle the rendering of model data in views we used the
Transparency [79] and jQuery [87] libraries.

Snake.Router If the URL of the application changes, the router intercepts
the event and handles it without reloading the page or making an HTTP
request. The router works with the URL fragment identifier. This part
of the URL is usually used to identify a particular point a web page and
it is not sent to the server. In our case we use it to redirect the user to
a new view. In our system the URL of user profile with ID 4 looks like
this:

https://distributionserver.com/snake.html#profile/4

When the router parses this URL, it creates a new Profile model. The
newly instantiated model launches a series of requests to the remote stor-
age to fetch the required data to populate itself and the connected mod-
els. In the specific case, the Profile model is connect to the User model
of its owner, the associated Group models which in turn are connected to
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the User models of their members. Then it creates a new Profile view
and associates it with the Profile model. Once the model is ready, the
view takes care of showing it to the user.

Snake.SocketIO This is the network component. It takes care of serializing,
encrypting, signing and sending to the storage server outgoing objects,
and, symmetrically, receiving from the storage server, decrypting, veri-
fying the signature and deserializing incoming objects. It also handles
creation and computation of editTokens upon creation and modification
of a record.
To communicate with the storage server we use the Socket.IO [86], a
library mainly built over WebSockets [46], a standard protocol provid-
ing full-duplex communication over a single TCP connection designed
for interactive communication between web browsers and web servers.
Socket.IO offers the same features but adds several fallback backends in
case WebSockets are not supported by the user’s web browser.
We opted for Socket.IO because it allows simple interactive communi-
cation with extremely low overhead if compared with plain HTTP. In-
teractivity is required for an application where almost all the system
intelligence is on the client, and it reveals particularly useful for the chat
application.

Snake.Crypto A wrapper around the cryptographic primitives (theWebCrypto
API, see Subsection 2.5.3) to ease their usage from the rest of the appli-
cation.

Snake.Schema The Snake.Schema component is used by the network layer
(Snake.SocketIO) to validate incoming and outgoing objects. Since the
internal representation of the models is in JavaScript Object Notation
(JSON) format, we use JSON Schema, a standard, currently in draft
state [36, 37]. JSON Schemas are defined in JSON itself and describe
rules to validate a JSON document. Our validation is quite strict, and
discards the JSON objects failing to pass it. This way after validation
we can treat the data as correct without further checks. We chose to use
the tv4 implementation [66] of JSON Schema.
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Table 2.1: Summary of the models

Model Encryption key Access Signing key Table

SessionUser User master key Owner Owner User
User N/A Everyone Owner User
Post Group shared key Group members Author Message
PrivateMessage Friendship key Sender and recipient Sender Message
Profile Profile key Authorized friends Owner Profile
Group Group shared key Members Group private key Group
GroupAdmin Group admin key Administrators Group private key Group

2.5.2 Class diagram for models

As shown in Figure A.2 on page 134 and in Figure 2.1, the system entities
are represented in the client with the following models:

User The User model is how a user is seen by other users, i.e. a collection of
his public fields, in particular his user name, a reference to his public,
unencrypted profile, the public key he uses for digital signatures plus a set
of other public keys serving to the purposes of friendship establishment.

SessionUser This model inherits from the User model (in fact they come
from the same database table) but adds all the fields which are only of
interest of the represented user. The only additional relevant public field
is salt, which stores the salt used for the password-based derivation
of the user’s master key upon login. Besides this we have a series of
private fields holding all the private information the user needs. Three of
them hold all the private keys associated to the above mentioned public
keys. Then we have the list of user’s friends along with the keys used to
communicate with them on which the user agreed upon during friendship
establishment. Moreover, for each friend the hash of his public data (see
the User model) is stored along with a list of profiles the user has access
to with the relative keys. A similar list is present for the groups, storing
an hash of the group public fields, the symmetric key used to read and
write to the group and, if the user is an administrator of the group, the
private key of the group and the symmetric key for the administrative
data (see the GroupAdmin model).

Profile A Profile is a simple container for personal information about a
user, protected by an encryption key which is made available to a set
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of authorized friends. The profile also holds a reference to the groups
of which the owner is part. A User can have multiple profiles exposing
different information to different (group of) friends. By default there is
always an empty public, unencrypted profile. If a friend of a user has
access to multiple profiles, he can choose which one to show or rely on
the priority assigned by the owner.

PrivateMessage A PrivateMessage consists in a message sent directly by a
user to another one. It can be a service message, for instance to handle
a new friendship, or an actual text message. Information on how the
sender and recipient identifiers are handled can be found in Chapter 5.

Group A group is the entity which allows many-to-many communication in our
system. It can represent both group of friends of a specific user, if the
friendsOf attribute is present, or more generic groups of people such as
«Students at Politecnico di Milano». A group has a keypair used to sign
the model, whose private part is given only to administrators.
Participants are divided in three categories depending to their authoriza-
tions: subscribers, members and administrators. Subscribers can only
read messages of the group, members can also post new messages and
administrators have access to the private key of the group and can there-
fore change group attributes such as description and the participants
lists. Note that all the three types of participants can technically write
new post or modify the group attributes, since they are all encrypted
with the shared group key, but the various policies are enforced client-
side through digital signatures. This means that if a subscriber posts
a message in a group, the client will discard it since it is signed by a
user not authorized to write to the group. In the same way, if a member
is able to alter a group attribute, for instance bypassing the editToken

protection colluding with the server, the clients will discard that group
descriptor since it is not signed with the group private key.
When a user is removed from the group, an endDate attribute is added
to his entry in the participants list, in this way other users can determine
until which date he was allowed to post and therefore show or discard
his messages appropriately. Moreover, when the shared group key is
changed, it is made available to all participants except him, see Chapter
4 for further details. The Group model holds a list of all the previously
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used keys along with their validity range.

GroupAdmin The GroupAdmin model is a support model encrypted with a key
known only to administrators: it holds a support data structure for effi-
cient key distribution upon rekeying, see Chapter 4.

Post A post is similar to a PrivateMessage, but it is addressed to a group
instead than to a single user. It can be a service message, for instance to
update the group key, or a real text post for the group. As for private
messages, we defer the discussion about the handling of destination group
and author identifiers to Chapter 5.

2.5.3 Cryptographic primitives

A fundamental enabling technology for our approach is the availability of
in-browser cryptographic primitives: the WebCrypto API. The Web Cryp-
tography API is a W3C standard [24], currently in draft state, describing a
JavaScript API to perform basic cryptographic operations. It offers a series
of primitives to compute digest, sign, verify, encrypt and decrypt data and to
derive, generate, import and export keys. Several well known and standard
algorithms are supported, such as RSA, ECDSA, the D-H key exchange and
its version relying on elliptic curves (ECDH), AES with different operation
modes, HMAC, SHA-1, the SHA-2 suite and some key derivation functions
such as PBKDF2.

The WebCrypto API is of particular relevance in our project since it allows
us to exploit the browser’s underlying natively implemented cryptographic li-
brary and their PRNG, in most cases OpenSSL [84], NSS [75] or the Microsoft
CryptoAPI [21]. Native implementations are critical not only for their en-
hanced performance figures but also because they are sound, well tested and
have been thoughtfully reviewed over they years, in particular the open-source
solutions. TheWebCrypto API also offers an interesting feature: unextractable
keys. An unextractable key is a key that is generated, imported or derived and
used for various other operations, but cannot be exported. This is of particu-
larly useful for instance to protect the user’s master key. In fact, when a user
logs in, his master key is derived from his password, and can be used with in
several cryptographic operations but, if it is marked unextractable, it is not
possible for the JavaScript code to get direct access to it. This means that if
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Table 2.2: Current status of WebCrypto API implementations

Browser Version Missing primitives

PolyCrypt [8] N/A None
NfWebCrypto [51] N/A None
FoxyCrypt [7] N/A AES-GCM, ECDSA, ECDH
Internet Explorer [22] 111 ECDSA, ECDH, PBKDF2
Chromium [81] 33 RSA, ECDSA, ECDH, PBKDF2

the client is not compromised at login time, the key will always and only be
used behind the scenes thanks to WebCrypto API. Note however that this is
only true for the master key, since all other keys are stored remotely and are
therefore handled directly in JavaScript.

Since WebCrypto API is an emerging standard in our prototype imple-
mentation we initially used a polyfill implementation. We used PolyCrypt [8],
implemented and tested missing algorithms and kept it up-to-date with the
evolving specifications. While this worked as a temporary solution for testing
purposes, waiting for web browser developers to implement them, it was not
suitable for realistic performance evaluations. For this reasons we took an-
other implementation of the WebCrypto API, NfWebCrypto from Netflix [51].
NfWebCrypto is a Google Chrome/Chromium plugin, written in C++, ex-
posing the WebCrypto API to our application using OpenSSL as a backend.
In this case too we had to implement and test missing algorithms and keep
the plugin synchronized with the specifications. In Chapter 7 we compare the
two implementations. In Table 2.2 we show the current browser support for
WebCrypto API.

As for the choice of cryptographic algorithms to use we opted for: ECDSA
using curve secp256r1 (also known as NIST P-256) for digital signatures, AES-
256 in GCM or CBC mode for symmetric encryption, SHA-256 for hashing,
HMAC with SHA-256 for MAC computation and PBKDF2 with SHA-256 and
1024 iterations for password-based key derivation. From now, if not differ-
ently specified, when we say «hash», «encrypt» and so on we refer to these
algorithms. For the sake of simplicity, the system assumes these algorithms
have been used but in future we might consider to specify in each record what
algorithms have been used.

We chose to use ECC for its performance, reduced key size and security
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properties compared to RSA. As for the elliptic curve to use, the WebCryp-
toAPI supports three curves over prime fields defined by the NIST in [58]:
secp256r1, secp384r1 and secp521r1. We opted for the first one since it has
very small keys and a large enough security margin, roughly comparable to a
3072-bit RSA key. Since the only asymmetric algorithm supporting encryption
and decryption in the WebCrypto API is RSA, we designed our system using
only symmetric algorithms for encryption and decryption.

All the cryptographic primitives we used are supported by the WebCrypto
API, while the employed protocols, FHMQV-C and SMP (used in friendship
establishment, see Chapter 3), are implemented in pure JavaScript. While they
obviously achieve worse performance if compared with native implementations,
we do not deem this as a real issue since the amount of computation is very
small and spans over several network interactions which results in a negligible
delay for the end user.

2.5.4 Object serialization process

When a model is saved, before being sent to the server it passes through a
series of transformations. To efficiently store the data we employ the following
libraries:

RJSON RJSON [30] is a library that compacts JSON objects reducing their
redundancy. It takes a JSON object, and performs a lossless entropic
encoding through a dictionary approach on the JSON structures. This
allows to save a considerable amount of space through avoiding the rep-
etition of key names in an array of homogeneous objects.

MessagePack MessagePack [38, 98] is an efficient way to binary serialize
JSON objects. We use it to serialize data before performing crypto-
graphic operations since they can only handle binary data. We chose
MessagePack instead of its main competitor, BSON [50], because it is
designed to be efficient in terms of size, which means less data to encrypt,
decrypt, sign, verify and transfer over the network. We had to modify the
JavaScript implementation to make it deterministic, as it employed the
enumeration of the keys of a JavaScript object, which is not guaranteed
to be preserved across instantiations, as an internal index. To overcome
this issue we simply sorted the keys after enumeration.
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Figure 2.2: Scheme of the packing of a message before sending it to the storage
server

basE91 Socket.IO works only with JSON objects, which does not support
binary data. Therefore before passing the data to Socket.IO we serialize
it in basE91 [45, 102], an encoding using only printable ASCII charac-
ters. We decided to use it instead of Base64 since it introduces a lower
overhead, in fact basE91 increase the size of data of 23% on average,
while for Base64 the overhead is 33%. We initially considered Base128,
which uses all the 7-bits of the ASCII character sets, but had to switch
away since JSON does not support single-byte encoding of non-printable
characters.

As illustrated in Figure 2.2, the serialization process is composed of the
following steps:

1. Take the input model attributes and split them in private fields and
public fields accordingly to the schema of the model

2. Take the private fields and compact them with RJSON
3. Take all the model attributes, serialize them in the MessagePack format
4. Sign with ECDSA the serialized model attributes with the appropriate

private key
5. Take the RJSON compacted private data and wrap it in a new object

with the signature
6. Serialize in MessagePack the resulting object
7. Encrypt with AES in GCM mode the serialized object with the appro-

priate key
8. Wrap the resulting binary data in an object along with the IV used for
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encryption
9. Take the result and serialize it in JSON transforming the binary fields in

basE91
10. Take the resulting object and add it as privateData to an object con-

taining the public fields
11. Send the object to the storage server

Viceversa, when an object is fetched from the storage server, the inverse oper-
ations take place in reverse order to retrieve the data.

Note that AES in GCM mode, along with confidentiality, offers data in-
tegrity. It also allows to specify additional unencrypted data to include when
computing and verifying the integrity token. We pass all the public fields as
additional data. This integrity check is a second-line defense, since we already
digitally sign the data, but in future we might add models which are not signed
through the external digital signature (see Chapter 8).
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Chapter 3

Friendship establishment

In this chapter we describe the protocol used in Snake to establish a
friendship and agree on a symmetric key that will be used to protect one-to-one
communications among two friends. Since we use PKC, we also illustrate our
two in-band approaches for public key authentication: the Socialist Millionaire
Problem (SMP) approach and the Web of Trust (WoT) approach.

In the following we first introduce some notation and the MQV protocol and
its derivatives, then we illustrate the whole protocol implemented in Snake for
friendship establishment and we conclude describing how Web of Trust works
in our system.

3.1 Notation

Let G be the support set of a finite field of order order q. G? is the support
of the multiplicative group of the field, and let g be one of its generators. We
denote |x| as the minimum amount of bits required to represent x ∈ G, i.e.
|x| = dlog2 xe. We denote public keys with upper case letters and the private
keys with the corresponding lower case letter (e.g. A and a). Public keys are
elements in G?, while private keys are elements in Zq. We denote as Â the
identity of the owner of the keypair (A, a) and the user himself. We assume
Â contains A or sufficient information to uniquely identify it. We denote with
x ∈R [a, b] the fact that x is picked uniformly in the range [a, b].
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Table 3.1: Comparison of the variants of the MQV algorithm. l is |q|2 . H is an
hash function producing |q|2 bits of output, and H an hash function producing
the desired number of bits for the session key.

Variable MQV HMQV FHMQV

d 2l +
(
X mod 2l

)
H
(
X, B̂

)
H
(
X, Y, Â, B̂

)
e 2l +

(
Y mod 2l

)
H
(
Y, Â

)
H
(
Y, X, Â, B̂

)

K σÂ = σB̂ H
(
σÂ
)
= H

(
σB̂
) H

(
σÂ, Â, B̂, X, Y

)
=

H
(
σB̂, Â, B̂, X, Y

)

3.2 MQV and its variants

FHMQV [91] is an evolution of the HMQV protocol [59], which in turn is
derived from the MQV protocol [60, 72], an highly efficient authenticated key
exchange protocol by Law, Menezes, Qu, Solinas and Vanstone based on the
D-H key agreement. The three protocols basically share the same structure.
Given a cyclic group G of prime order q generated by g, Â and B̂ want to
establish an authenticated shared key. Â has a private key a ∈R Z?

q , a public
key A = ga, and generates another ephemeral pair of public-private keys,
x ∈R Z?

q and X = gx. B̂ also has a long-term and ephemeral public-private
keypairs

(
b, B = gb

)
and (y, Y = gy) respectively. The ephemeral public keys

are exchanged and each party of the communication fetches the long-term
public key of the other end from a key repository. At this point both Â and
B̂ are able to derive a shared authenticated key as follows:

rA = x+ d · a

σÂ = (Y ·Be)rA =

=
(
gy · gb·e

)x+d·a
=

= g(y+b·e)·(x+d·a)

rB = y + e · b

σB̂ =
(
X ·Ad

)rB
=

=
(
gx · ga·d

)y+e·b
=

= g(x+a·d)·(y+e·b)

σÂ = σB̂

where the values of d and e vary depending on the chosen MQV variant
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Â B̂

X

Y, tB

tA

Figure 3.1: Exchanged messages in the FHMQV-C protocol

(see Table 3.1). Basically the plain MQV version just involves the ephemeral
public keys, while HMQV mixes them with the identity of the users (Â and B̂)
through an hash function H. FHMQV does the same but uses both identities
and ephemeral public keys for both d and e.

The other significant difference among the three protocols resides in how
the final key is generated: MQV does not enforce any specific transformation
on the result of the protocol, while HMQV uses an hash function H on it and
FHMQV does the same including in the hash the identities and the ephemeral
public keys. The hashing function H is chosen to produce the desired key
length.

All of the protocols have a version with key confirmation, which means that
both parties have the guarantee that the other end computed the same key and
was actually involved in the protocol. As depicted in Figure 3.1 we present a
summary of the exchanged messages in the FHMQV version: FHMQV-C. To
obtain key-confirmation two keys are generated using distinct key-derivation
functions1:

K1 = KDF1

(
σÂ, Â, B̂, X, Y

)
K2 = KDF2

(
σÂ, Â, B̂, X, Y

)
Both Â and B̂ compute a MAC, using K1 as key, of their own ephemeral keys
and identity, respectively:

tA = MACK1

(
Â, X

)
tB = MACK1

(
B̂, Y

)
1In our implementation it is an HMAC with SHA-256 using 0x01 and 0x02 as key
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These values are then exchanged and checked by both parties for correctness.
If the two keys match, K2 is used as the session key.

3.2.1 Security features

HMQV has been proven to be resistant against a set of attacks in the
Canetti and Krawczyk model [19]. In the following we present its main security
features.

Simple impersonation attacks As shown in [59], MQV is insecure w.r.t. a
simple impersonation attack because an attacker can impersonate Â to
B̂ without the knowledge of a (Â’s private key). The attack is possible
because d and e do not depend on the ephemeral keys, so an attacker
can choose a specially-crafted value of X and impersonate Â.
HMQV solves the problem including the ephemeral keys in the compu-
tation of d and e.

Unknown Key Share (UKS) attacks We have a UKS scenario when Â

and B̂ are able to compute the same key, which remains unknown to the
attacker M̂ , but B̂ believes that on the other end of the communication
there is M̂ and not Â. MQV was considered secure from UKS attacks if
each party had to prove possession of the private key corresponding to
the public key they were using, but, as shown in [56], it is not. In [59]
has been proven that also the MQV variant with key confirmation is
vulnerable to UKS attacks, in case of leakage of ephemeral session-state
information.
To prevent this attack, (F)HMQV derives the session key using the iden-
tities of both the endpoints (Â and B̂).

Key Compromise Impersonation (KCI) attacks A protocol is vulnera-
ble to a KCI attack if recovering Â’s long-term private key a allows the
attacker, not only to impersonate Â to another arbitrary user B̂, but
also to impersonate B̂ to Â. This is called reverse impersonation, and if
a protocol is secure from this kind of attacks the only benefit gained in
getting to know a user’s long-term private key is being able to actively
impersonate him, all the previous sessions established with uncompro-
mised users remain secure.
As shown in [59], in MQV a KCI attack can lead to the discovery of the
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session key of an uncompromised session in a session-key query scenario,
i.e. if the attacker is able to retrieve the original session key of another
handshake he is actively controlling. HMQV is not vulnerable to KCI in
this scenario since enforces to hash σ before using it as a key, preventing
any kind of computation on it in case of leakage.

Exposure attacks It has been proven that in HMQV, the shared session key
is not compromised even if any pair of secret keys (a, b, x, y) is leaked,
save for the (a, x) and (b, y) pairs, in which case the attacker knows
everything about one of the users.

Key confirmation A protocol offers key confirmation if, after protocol ter-
mination, both ends know that the other end has computed the same
key and actively participated in the protocol. This feature is offered by
the “-C” variants of MQV (e.g. FHMQV-C). The main benefit of key
confirmation is having a sanity check and moderating the impact of a
Denial of Service (DoS) attack, since no further information is sent until
each party is sure that the other end is actually able to decrypt it. This
comes at the cost of an additional message to exchange.

Perfect Forward Secrecy (PFS) A protocol achieves PFS if, in case of
leakage of all the long-term key material (i.e. long-term private keys), it
is not possible to break the secrecy of a previous session. This property
cannot be fully achieved with a 2-message protocol, since an attacker can
always actively alter the communication injecting an ephemeral public
key X? (of which he knows the corresponding private key x?) and after-
wards, once Â’s long-term private key a is recovered, recover the session
key. HMQV provides a weaker form of PFS, i.e. only in case the attacker
is passive during session key establishment. The variants of MQV with
key confirmation (e.g. FHMQV-C) ensure that the other peer chose the
D-H values, achieving full PFS.

Validation of public keys If public keys (ephemeral and long-term) are not
validated an attacker could tamper with them. For instance, it is possible
to force both parties to use a small group which would lead to a low-
entropy key. In case the group G is subgroup of a larger group G′ (as
is typical in mod p), to enforce membership to the intended group G,
MQV authors suggested (without proving its safety) the exponentiation
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to h = |G′|
|G| in the final key derivation step, enforcing the result to be in

the subgroup G:

K = σhA = σhB

In HMQV the verification was not initially required, but was actually
necessary as shown in [73,74]. For this reason, FHMQV mandates public
key validation. Note however that elliptic curves standardized by NIST
have prime order and therefore groups defined over them do not have
subgroups.

Universal composability (F)HMQV-C can be shown secure in the Universal-
Composability (UC) model of Key Exchange [20], which means that it
can be run concurrently with other protocols without losing any of its
security features.

The FHMQV protocol offers the same security features of HMQV but is also
proven to resist to ephemeral secret exponent leakage (rA or rB). Moreover
FHMQV’s proof of resistance to ephemeral private key leakage (x or y) relies on
weaker assumptions, namely the Knowledge of Exponent Assumption (KEA1)
[10] is not needed.

3.3 Our protocol

We divide the handshake to establish a friendship in 3 concurrent parts: a
run of the FHMQV-C protocol to obtain an authenticated, confirmed shared
key and two (optional) runs of the SMP described in [14] (proposed also for
OTR in [2]) to mutually authenticate public keys. The authentication of public
keys is optional since a user could trust the public key of the other end relying
on an underlying Web of Trust (see Section 3.4).

Since our design is based on central server storing asynchronous messages
between users, one of our objectives is to design a protocol which does not
leave any explicit trace of who was involved in the handshake on the long-term
storage. For this reason the identity of the initiator of the handshake is not
explicit: Â’s identifier is sent in the payload of the message, encrypted with a
key obtained by a simple D-H key derivation, K0. For an explanation of how
message destinations are handled after the first message, see Chapter 5.
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Each step of our protocol does some computation and produces some values
to send to the other party, when all the values are ready the message is sent.

For our implementation we chose to use AES in CBC mode for symmet-
ric encryption and decryption and, despite the multiplicative notation, the
secp256r1 (also known as NIST P-256) elliptic curve for asymmetric cryptog-
raphy.

3.3.1 Variations on FHMQV-C

Algorithm 3.1 on page 44 shows the contributions to the exchanged mes-
sages of the FHMQV-C run. Steps marked in blue are the main variations
introduced with respect to the plain FHMQV-C protocol and consists in how
B̂ gets to know Â’s identity and how Â gets to know B̂’s ephemeral public key.

Step 1a shows the first relevant difference from FHMQV-C. We decided to
let each user B̂ publish in the key repository an ephemeral public key Y along
with the long-term one (B). This way, another user Â willing to initiate an
handshake can send right in the first message all the information needed to
derive the session key and produce the key-confirmation value. This approach
does not only make the protocol shorter, but also reduces the impact of DoS
attacks, since B̂ can immediately know who is Â, and decide whether to accept
or ignore the request without additional network or storage load on the system.
However Y has to be actually ephemeral, therefore, as shown in step 2h, B̂
refreshes it each time the user notices a new handshake request. This means
that an ephemeral public key can be used in several handshakes, but since the
owner refreshes it as frequently as possible, and answers to all the handshakes
using the same ephemeral key in the same moment, an attacker does not gain
any advantage.

The second difference resides in steps 1f and 2c: identity of user Â is not
sent in clear, but it is encrypted with a key K0 derived through a D-H run
using the temporary keypairs (i.e. (x, X) and (y, Y )). This way a passive
attacker looking at the database after the ephemeral keys are expired is not
able to understand who is involved in the communication, since he has access
only to the encrypted value IÂ. To understand who is the sender, the recipient
B̂ has to derive K0 and decrypt IÂ. Note that an active attacker could perform
a MITM attack which would disclose B̂’s identity.
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Algorithm 3.1 Variation of the FHMQV-C protocol
1. The initiator Â does the following:

(a) Fetch B̂’s public keys Y and B from the key repository
(b) Validate Y and B
(c) Choose an ephemeral private key x ∈R [1, q − 1]
(d) Compute the ephemeral public key X = gx

(e) Derive a key K0 = Y x

(f) Encrypt Â with K0 producing I = EncK0

(
Â
)

(g) Derive the keys K1, K2 using FHMQV-C with(
x, X, Y, a, A, B, Â, B̂

)
(h) Produce a confirmation token tA = MACK1

(
Â, X

)
(i) Add (X, IA, tA) to message 1

2. Upon receiving message 1, B̂ does the following:

(a) Validate X
(b) Derive K0 = Xy

(c) Obtain Â = DecK0 (IA)
(d) Fetch Â’s public key A from the key repository
(e) Validate A
(f) Derive the keys K1, K2 using FHMQV-C with(

X, y, Y, A, b, B, Â, B̂
)

(g) Check tA = MACK1

(
Â, X

)
(h) Refresh Y
(i) Produce a confirmation token tB = MACK1

(
B̂, Y

)
(j) Add tB to message 2

3. Upon receiving message 2, Â does the following:

(a) Check tB = MACK1

(
B̂, Y

)
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3.3.2 Public key authentication with SMP

The Socialist Millionaire Problem (SMP) basically ensures that both the
ends of the communication know a common secret, revealing nothing about it
save whether the secret is actually the same or not. This is possible since to
check whether an attempt to answer was correct or not, an interaction from
the other end is required. In our case we call the secret value o when Â is
computing it and p when B̂ is doing it. o and p are computed as the hashes
of the key confirmation values tA and tB and the identities of Â and B̂, salted
with the hash of the answer to a question C. The question C is what allows
to authenticate the hashed information: its purpose is to recall a pre-shared
secret Â and B̂ previously agreed upon. However it is not necessary to have
an explicit agreement, the question might be about a fact that only the two
parties know about. If the attacker does not know the answer to the question
he will not be able to produce the correct value and the authentication will
fail.

In the following and in Algorithm 3.2 on page 57 we describe step-by-step
our implementation of the SMP.

Step 1 In the first step Â uses g1, a fixed generator of G, to generate two
keypairs, (U2, u2) and (U3, u3), and chooses a question C for B̂. The
public keys and the question are sent in message 1 to B̂, encrypted using
the FHMQV-C derived key K2.

Step 2 Upon receiving and decrypting message 1, B̂ validates the public keys,
generates with g1 two keypairs, (V2, v2) and (V3, v3). B̂ uses his private
keys and the public keys of Â to derive with D-H two keys: g2 and g3.
B̂ answers the question chosen by Â and computes its hash KB̂. At this
point B̂ derives the shared secret o computing the MAC, keyed with KB̂,
of his own public descriptor, the public descriptor of Â and the FHMQV-
C confirmation tokens tA and tB. B̂ picks a random v and computes the
values Pv = gv3 and Qv = gv1g

o
2. The two public keys, Pv and Qv are

encrypted with K2 and sent in message 2.

Step 3 Upon receiving and decrypting message 2, Â validates the received
public keys, derives g2 and g3, gives his answer to C (which might be
different from the one of B̂) and computes, in the same way B̂ did, the
shared secret p. He picks v at random and computes the values Pu = gu3 ,
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Â B̂

X, tA, EK0

(
Â
)
, EK2

(
U2, U3, C

Â:B̂
)

tB, EK2

(
V2, V3, P

Â:B̂
v , QÂ:B̂

v , CB̂:Â, P B̂:Â
v , QB̂:Â

v

)
EK2

(
P Â:B̂
u , QÂ:B̂

u , RÂ:B̂
u , P B̂:Â

u , QB̂:Â
u , RB̂:Â

u

)
EK2

(
RÂ:B̂

v , W Â:B̂

B̂
, RB̂:Â

v , W B̂:Â

B̂

)
EK2

(
W Â:B̂

Â
, W B̂:Â

Â

)

Figure 3.2: Messages exchanged between the parties in the final protocol.
Ey (x) means that value x has been encrypted with key y. xÂ→B̂ means that
value x belongs to the SMP run in Â→ B̂ direction, viceversa for B̂ → Â.

Qu = gu1g
p
2 and Ru =

(
Qu

Qv

)u3

. Pu, Qu and Ru are encrypted with K2

and attached to message 3.

Step 4 Upon receiving and decrypting message 1, B̂ computes Rv =
(
Qu

Qv

)v3
and checks if the shared secret matches, that is if o = p. He does so
verifying that Rv3

u and Pu
Pv

have the same value. Then B̂ encrypts with
K2 and attaches to message 4 the value Rv and a value WB̂ with the
result of the comparison.

Step 5 Upon receiving and decrypting message 4, Â checks o = p verifying if
Ru3

v equals Pu
Pv

. Then Â encrypts with K2 a value WÂ with the result of
the comparison.

For a detailed proof of soundness and correctness of the protocol is available
in [14].

3.3.3 Composing the protocol

The final protocol is composed by a run of FHMQV-C and two runs of
the SMP. We use FHMQV-C to obtain the confirmation tokens tA and tB
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Table 3.2: Resulting log on the database. The first two columns indicate the
index and the direction of the message. The Message column represents the
payload of the message, divided per protocol run. Key indicates the key used
to encrypt the corresponding part of the message.

# Direction

Message

Key
FHMQV-C

SMP

Common Â:B̂ B̂:Â

1 Â→ B̂ X, tA plain

Â K0

U2, U3 CÂ:B̂ K2

2 B̂ → Â tB plain

V2, V3 P Â:B̂
v , QÂ:B̂

v CB̂:Â, P B̂:Â
v , QB̂:Â

v K2

3 Â→ B̂ P Â:B̂
u , QÂ:B̂

u , RÂ:B̂
u P B̂:Â

u , QB̂:Â
u , RB̂:Â

u K2

4 B̂ → Â RÂ:B̂
v , W Â:B̂

B̂
RB̂:Â

v , W B̂:Â

B̂
K2

5 Â→ B̂ W Â:B̂

Â
W B̂:Â

Â
K2

and to agree on a shared key K2. SMP is used to authenticate public keys,
if necessary. We need two parallel runs of SMP to allow both ends to choose
a proper question. If we do not to this, an attacker, Mallory, might initiate
a friendship handshake with Bob pretending to be Alice and, to persuade
Bob he is Alice, he could ask an unsafe question. In particular, Mallory will
choose question whose answer is not known only to Bob and Alice, but also
to himself. If Bob does not deem the question appropriate, he may be willing
to ask another question to Alice (Mallory) through a SMP run in the opposite
direction.

Table 3.2 shows what appears on the database after an handshake, while
Figure 3.2 on page 46 summarizes the exchanged messages. Note that, the two
pairs of public key used in SMP, U2, U3, V2 and V3 can be shared among the
two runs without any loss from the security point of view, since the keypairs
cannot be reused in future sessions.
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3.3.4 Final key derivation

To prevent splicing attacks and be completely sure that messages have not
been altered, the final session key is not simply obtained from K2 but involves
all the messages of the handshake. Both Â and B̂ before sending and upon
receipt of a message update a value J associated with the ongoing handshake
as follows:

Ji = MACJi−1 (mi)

where i indicates the index of the current message and mi the message itself.
The last step consists in computing the final key as K = MACK2 (J5).

3.4 Web of Trust

The use of the SMP to authenticate public keys allows us to avoid out-
of-band communication exploiting pre-existing implicit secrets among users.
Although asking a question is not a big overhead for the end user, we want to
keep interaction with the user during friendship establishment to the minimum.
For this reason we introduced another way to authenticate public keys based on
the concept of Web of Trust (WoT), as an alternative to SMP. Avoiding usage
of SMP not only reduces the burden on the user but also makes friendship
establishment shorter, since only FHMQV-C has to be run. This leads to 3

message exchanges instead than 5.
The idea behind the Web of Trust is to exploit existing relationships to

establish new ones quickly. Suppose Alice has recently subscribed to Snake

but already has a couple of friends, including Charlie and Dorothy. Basically,
we use existing secure communication channels with current friends (Charlie
and Dorothy) to check whether any of them can confirm that the public key
of Bob actually corresponds to him (because they already verified that with a
certain degree of trust). If she wants to add Bob as a friend, who is already a
friend of Charlie and Dorothy, she can avoid to use the SMP to authenticate
Bob’s public key and ask their two common friends if they have the same public
key. The request is actually intended as a check on Charlie’s and Dorothy’s
friend lists: these lists contain the user ID of the various friends along with
the hash of their public descriptor, which includes the public key. If Alice can
find enough common friends (more than a fixed threshold) she can mark Bob’s
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Table 3.3: Summary of the different approaches to set up the Web of Trust.
Query cost indicates the cost of a query w.r.t. in the size of the group n in
terms of network traffic generated. The last two columns indicate whether
false negatives/positives are possible and the reason.

Method Query cost False negatives False positives

Fetch everything O
(
n2
)

Recommendation O (n) Malicious user
Reduced representation O

(
n2
)

Bloom filter
Dedicated table O (n) Malicious member + storage server

public key as authentic.
Note that in the following we will use interchangeably the terms «group»

and «friends of» since the friends of a user are modeled as a group.

3.4.1 Querying the WoT

In Chapter 1 we briefly described the original and most popular existing
Web of Trust: PGP’s Web of Trust. One of the problems with PGP is that the
WoT is public and therefore leaks a certain amount of sensitive information
such as user relationships, not just to the key sever, but to the world. For this
reason we designed a concept similar to a Web of Trust, but private per user.

Being private is an important feature, but poses a number of issues when a
user has to query it since the key server cannot index or perform searches over
encrypted data. For this reason we need an efficient way to perform a query,
i.e. discover rapidly if and who among Alice’s friends is friend with Bob. We
came up with four approaches summarized in Table 3.3 and described in the
following.

Fetch everything The naïve approach consists in letting Alice fetch all the
lists of her friends’ friends looking for Bob ID. This method is 100%

reliable (i.e. if we have a friend in common with Bob, Alice will find
it) but unpractical. In fact if we consider an average of 500 friends
per user (which may sound conservative but depends on the considered
population, see [69]), we would have to collect information about 5002 =
250000 friends of friends IDs and decrypt them. If we consider even as
little as 32 bit per user that would result in an amount of data in the
order of megabytes.
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Suggestion from Bob Another option is to let Bob suggest a list of common
friends. Bob, to do this without checking all his friend of friend’s list,
could simply send Alice a list with all the IDs of his friends2 (or more
precisely a list of the groups he is in). Alice would then compute the
intersection set between this list and her list of friends, obtaining the
set of common friends. The suggestion would allow Alice to query only
the strictly necessary friends but it also poses a security risk. In fact
Bob could omit on purpose some friends that could unmask him as an
impostor.

Reduced representation An alternative we considered is to let each user
offer a reduced representation of his own friends list. This representation
should be kept up to date by the user, say Charlie, and fetched by a
friend, Alice, when she needs to authenticate Bob’s public key. After
testing several compression modes without success (mainly due to the
fact that we assume user IDs are uniformly distributed over the ID space,
see Chapter 5), we found that the most effective approach is using a
Bloom filter [12]: using just 11 bit per user we can get false positive rate
of 1%. Bloom filters have 100% reliability since they do not have false
negatives. However false positives result in unnecessary network traffic
which gets added to the 11 bits-per-user.

Dedicated table The last option we explored consists in the creation of a
dedicate table on the server-side. This table should allow to test whether
a user is a member of a certain group or not, leaking as little data as
possible about the associated group. The table should be updated by a
group administrator each time a user is added or removed. While this
solution introduces an additional overhead for the administrator, it keeps
the cost membership test for the members very low. In practice when
Alice wants to know what groups she shares with Bob, she has to query
the table once per group.

2Actually this would disclose Bob’s friends to Alice (who has not been authenticated yet).
To overcome this problem Bob could send an alternative ID of each friends, known only to
the friends of that friend.
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3.4.2 Web of Trust table

We opted for the last approach. As said the table should leak as little
information as possible to the storage server, keeping this in mind we designed
the WoT table with one record per member per group. As shown in Figure A.1
on page 133, the WoT table contains the following fields:

member This is the field used by the user to make queries. It contains the
MAC of the member’s ID using the group key as key.

group The MAC of the group ID using the group key as key. This value can
be computed by each member of the group.

editToken A token known only to the administrators of the group, used to
delete the row and to authenticate the administrator when adding a new
member. As all the other edit tokens (see Section 2.4) it is write-only
and therefore it is not returned to the user as query result. This token
is shared for all the rows related to the same group.

When an administrator changes the group key, usually due to a removed user,
he first drops the old list launching a purge request to the server with the
editToken. Since the editToken is shared among all the rows of the group,
the administrator is able to remove all the rows with a single message. In the
same request to the server, the administrator sends the new list of members
using the new key. If the administrator wants to add a new member, he does
not need to create a completely new list (since the key did not change) but
he has to prove the server he was the creator of the original list sending the
editToken. To ensure only the administrator can add members, the server will
refuse to save a row with a group identifier already present but with a different
edit token. For this reason, when a rekeying takes place, the administrator
must update the WoT table before notifying members of the new key.

When Alice wants to know if Bob is in a group managed by Charlie, she
has to send the server a request with the computed member value and nothing
else. The response will contain the match result and in the positive case it
will also contain the associated group value. Alice can then check that the
row was submitted with the right group and not a fake one to bypass the
above mentioned server side check. With one of these requests for each group
she belongs to, she can get to know all the groups shared with Bob, fetch
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their descriptor with the full member list and check if the hash of Bob’s public
descriptor matches.

We would like to highlight that while describing the WoT table we never
talked about signatures: we avoid them because they would be an overhead
to gain a small benefit. In fact, due its structure, and with the help of the
server, only the administrators can modify the group’s WoT data. If a member
and the server collude, they could introduce false negatives and false positives.
However, this is a marginal problem since false positives would just generate
unnecessary traffic and false positives are not critical since the WoT is just one
of the two means to authenticate public keys: even if the server completely
disables the WoT, Alice will always have the chance to authenticate Bob’s
public key through the SMP method.

As a last point, an attacker with access to the database at rest, looking at
the WoT table, is not able to get any useful information since all the fields are
hashed using a secret key or are just random data. The only useful information
revealed is the existence of a group with a certain size, since rows can be
grouped together by the group or the editToken field.

3.4.3 Trust level computation

To take advantage of the Web of Trust we need a way to evaluate the
information it gives us. In particular we need an algorithm to compute a trust
level for the new friend Bob and set a threshold above which the Bob’s public
key is deemed trustworthy.

3.4.3.1 Trust computation in GnuPG

In this work we adapt the approach used by default by GnuPG [83], a
popular FOSS implementation of the OpenPGP specifications [17].

In GnuPG the Web of Trust is a graph where the nodes are the users
(along with their public keys) and the edges are signatures over the public key
of a user by another user. A key can have one of the following trust states
depending on how trustworthy the owner is:

Ultimately trusted State reserved for the user’s keys.

Fully trusted The owner has an excellent understanding of key signing, and
his signature on a key would be as good as your own.
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A

E

D B

C

(a) Simple WoT using exclu-
sively direct verification from
friends

A

E

D B

C

F G

H

(b) WoT using indirect authentications

Figure 3.3: Web of Trust examples. A node is a user, an edge represents a
SMP verification.

Marginally trusted The owner understands the implications of key signing
and properly validates keys before signing them.

Unknown No trust evaluation has been assigned.

None The owner is known to improperly sign other keys.

These states or not part of the Web of Trust, they are private evaluations done
by the user.

When using the WoT, by default, a key is deemed correct if it has been
obtained through a chain of signatures shorter than five steps and if one of the
following conditions are met:

• the key has been directly signed by the user;

• the key has been signed by at least one fully trusted user;

• the key has been signed by at least three marginally trusted users;

3.4.3.2 Trust computation in Snake

Our approach take heavy inspiration from GnuPG WoT. A node in our
Web of Trust is a user, while an edge is a friendship relation verified through
a SMP run. For the sake of simplicity, we do not differentiate trust levels at
this stage: to consider a public key authentic three confirmations are needed.
In Figure 3.3a we can see the simplest situation for a successful authentication
through the WoT: Alice wants to verify Bob’s public key, and they have three
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Table 3.4: List of friends of Alice’s friends of the scenario in Figure 3.3b on
page 53

User Friend list

Erin B

Dorothy B

Charlie
D
F

B,[(D, 1) , (H, 3) , . . .]

Frank G
B,[(H, 2) , . . .]

George H
B,[(H, 1) , . . .]

Henry B

friends i common Charlie, Dorothy and Erin. All three of them have verified
Bob’s public key through a SMP run, and Alice gets to know this checking
their friends list.

In Figure 3.3b on page 53 we have a slightly more sophisticated situation.
In this case Charlie is friend with Bob, but he did not verified his public
key directly: he used the WoT through Dorothy, Frank and a third user not
represented3. Frank is friend with Bob but used the WoT through George,
which in turn verified the public key through Henry. Henry verified the key
with SMP. Alice needs to collect information about at least three verification
with SMP, paying attention to not count twice a single verification, for instance
the D→ B verification should be counted only once, even if there are two paths
from Alice to Bob passing through Dorothy (A→ D→ B and A→ C→ D→
B). For this reason, as illustrated in Table 3.4, in Charlie’s list of friends we
do not simply expose the fact that he knows about a certain number of SMP
verifications, but we also store how long and who is the last step of the chains
leading to Bob, in this case Dorothy at distance 1 and Henry at distance 3.
Once Alice has collected all the necessary information, she can verify how many
distinct verification less than five steps away she saw, without counting multiple
times the same verification. Notice that in case one of Charlie, Dorothy and

3From now on we ignore the fact that three verifications are needed to confirm the public
key, except for the user we are focused on: Alice.
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Erin was malicious, there would be no advantage in lying about the amount
and the distance of the verifications of Bob’s public key: the most effective
attack would be simply marking Bob’s as directly verified through SMP.

Since we do not want the WoT to leak information unnecessarily, in the
friend list we do not store the real identifier of the verifier, but an associated
unique ID known only to those who are friends with him. This way we are still
able to avoid to count twice the same verification without leaking information.

While the described approach works in the trivial case, if we introduce
some trust evaluation mechanism, several issues arise. Imagine for instance
that we replace Erin with Eve, which Alice, despite being her friend, consider
malicious. Since Alice does not trust Eve, she does not want to use her in the
computation of valid signatures to authenticate Bob’s public key, but, even
more importantly, she does not want her friends to use Eve’s SMP verifications
for their WoT. For this reason, Alice in her friend list will advertise that to
verify Bob’s public key she used Dorothy at distance 1 and Henry at distance
4, but not Eve. However Eve can inspect Alice’s friend list and would see
that she used a rather distant user, Henry, but not Eve which would be a
single step away, and can therefore understand that Alice marked her as an
untrusted friend. This is an unintended leakage of information which could
lead to problems for Alice or, even worse, lead her to mark all her friends as
trusted to avoid possible retaliations.

The leakage obviously does not concern only explicit distrust, but also all
the possible degrees of trust one could be willing to set for a friend, such as
«fully trusted» or «marginally trusted», as it happens in GnuPG. GnuPG does
not suffer from this problem since the user can observe the whole WoT and
assigns trust evaluations privately, which is not possible in our scenario.

This problem is present also in the scenario of Figure 3.3a on page 53,
but its impact is negligible since Alice, for unspecified reasons, could decide
to authenticate Bob through SMP even if she has apparently enough confir-
mations of the correctness of his public key. The leakage of information relies
in the choice of including or omitting a particular friend in the advertised
list of confirmations for a friend’s public key. In general it is hard to solve
this problem keeping the WoT private and without leaking information about
trust. A possible workaround might consist in adding untrusted friends to
a dedicated group where the WoT is explicitly disabled, but identified as an
«acquaintances» group.
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Due to this difficulties we opted for the usage of WoT only in case at
least 3 friends have directly verified Bob’s public key with SMP and leave for
future works to further investigate trust chains and ways to exploit them to use
sophisticated metrics for trust computation (such as AppleSeed [106]) without
leaking sensitive information.
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Algorithm 3.2 The Socialist Millionaire Protocol
1. The initiator Â does the following:

(a) Pick u2, u3 ∈R [1, q − 1]
(b) Compute, for a fixed g1, U2 = gu2

1 and U3 = gu3
1

(c) Choose a question C
(d) Add EncK2 (C, U2, U3) to message 1

2. Upon receiving and decrypting message 1, B̂ does the following:

(a) Validate U2 and U3

(b) Pick v2, v3 ∈R [1, q − 1]
(c) Compute V2 = gv21 and V3 = gv31
(d) Derive two keys: g2 = Uv2

2 and g3 = Uv3
3

(e) Answer question C with RB̂
(f) Compute KB̂ = H

(
RB̂ (C)

)
(g) Compute o = MACKB̂

(
Â, B̂, tA, tB

)
(h) Pick a v ∈R [1, q − 1]
(i) Compute (Pv, Qv) = (gv3 , g

v
1g

o
2)

(j) Add EncK2 (V2, V3, Pv, Qv) to message 2

3. Upon receiving and decrypting message 2, Â does the following:

(a) Validate V2 and V3
(b) Derive g2 = V u2

2 and g3 = V u3
3

(c) Answer question C with RÂ
(d) Compute KÂ = H

(
RÂ

)
(e) Compute p = MACKÂ

(
Â, B̂, tA, tB

)
(f) Pick a u ∈R [1, q − 1]
(g) Compute (Pu, Qu) = (gu3 , g

u
1g

p
2)

(h) Compute Ru =
(
Qu

Qv

)u3

(i) Add EncK2 (Pu, Qu, Ru) to message 3

4. Upon receiving and decrypting message 3, B̂ does the following:

(a) Compute Rv =
(
Qu

Qv

)v3
(b) Check that o = p computing Rv3

u = Pu
Pv

(c) If they match set WB̂ = 1 otherwise set WB̂ = 0
(d) Add EncK2

(
Rv, WB̂

)
to message 4

5. Upon receiving and decrypting message 4, Â does the following:

(a) Check that o = p computing Ru3
v = Pu

Pv

(b) If they match set WÂ = 1 otherwise set WÂ = 0
(c) Add EncK2

(
WÂ

)
to message 5
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Chapter 4

Group management

In this chapter we describe the system used in Snake to efficiently manage
groups.

In the following we first explore the state of the art, then we describe the
solution adopted in Snake for group management and we conclude with an
analysis of the costs for the proposed solution.

4.1 State of the art

In OSNs the communication between users is not limited to one-to-one
messages exchange. The alternate form of communication is represented by
many-to-many messages, which, in turn are far more common than one-to-one
messages. Apart from private communication between two users, all the other
activities performed on a OSN involve sending many-to-many messages. It is
therefore crucial to have an efficient way to handle this type of messages.

Messages sent to what we call groups is precisely a form of many-to-many
communication. The confidentiality of messages sent to the group is guar-
anteed through encryption using a symmetric group key. We opted for this
method since it is the most efficient way to send a message to multiple recip-
ients. However, there is another aspect that must be taken into account: the
management of these groups. Groups are dynamic, new members can join the
group and some members can be removed from the group. To ensure the confi-
dentiality of messages when a member joins or leaves the group it is necessary
to change the group key, this operation is called rekeying.

If a new element joins a group, the group key can simply be individually
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sent to him and to the existing group (encrypted with the previous group key)
to inform the old members of the change. However after a user leaves the
group, the previous group key cannot be used to encrypt the new one, because
the removed user knows that key. The naïve approach to this problems is
to send the new group key individually to each user still in the group, which
requires to communicate this key using one-to-one messages. The messages
used to inform the members of the group that the group key is changed are
called rekeying messages.

The number of times a key has to be encrypted and sent to inform all the
users that the group key is changed is called rekeying cost. We note that in
literature, different definitions of rekeying cost have been given, sometimes it
is expressed as the size of the messages that a member of the group has to
decode, or as the size of the messages that needs to be encrypted and sent to
the group, and other definitions. We chose to express the rekeying cost as the
sum of the number of keys that are encrypted as it is a direct measure of the
network traffic generated for a rekey operation.

The naïve approach leads to a rekeying cost proportional to the number
of users in the group. When dealing with large or dynamic groups this leads
to severe scalability problems. Moreover, the update of the key caused by a
member’s departure cannot be notified within the group but requires sending
a several one-to-one messages. Wallner et al. [100] and independently Wong
et al. [104] proposed a hierarchical key-tree approach that allows to have a
rekeying cost that is logarithmic in the number of users of the group. The
system proposed is often called Logical Key Hierarchy, or simply LKH.

4.1.1 Logical Key Hierarchy

In this section we will illustrate in detail how LKH is able to efficiently
handle groups evolution.

4.1.1.1 Notation

Since the notation used among different sources is not uniform we will use
the following definitions. When talking of B-Trees we will use d to denote the
degree of the tree, that is the maximum number of children of a node and also
the maximum number of values that can be stored inside leaf nodes. h is the
height of the tree, with the root node having height 0 and the height is always
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dlogd ne. t is the minimum number of children of a node and is always
⌊
d
2

⌋
.

n is the number of participants in a group. k1 is a symmetric encryption key
with the id 1. [k1] is a node of the tree with an associated cryptographic key.
{k1}k2 is a message that contains the key k1 encrypted with the key k2.

4.1.1.2 Key graph

LKH employs a key graph that is a B-Tree in which are stored the users
of the group, the peculiarity of this tree is that every node has an associated
cryptographic key. Figure 4.1 shows an example of tree that contains 7 users.
Leaf nodes represent users in the group. Internal nodes represent a set of
subgroups of the group, each key inside internal nodes is used to securely
communicate with subgroups of the group (i.e. k45 can be used to communicate
with u4 and u5). The root node represents the whole group and its key is used
as the group key.

Each user knows only the keys contained in the nodes on the path from
the root node to the leaf node that represents him. For example the user u1
has the keys: k1 that is only known to him; k13 that is known to him, u2 and
u3; k17 that, being the group key, is known to all the users. When there is
the need to inform all the users that the group key has changed, the keys of
internal nodes are used to inform more than one user with a single message,
instead of sending individual messages to each user.

k17

k13

k1

u1

k2

u2

k3

u3

k45

k4

u4

k5

u5

k67

k6

u6

k7

u7

Figure 4.1: LKH: key graph representing a group of users

The tree is updated at every join or departure of a member and the rekeying
message is computed by modifying it. In the following we will explain the
actions required to insert or remove a member from the tree. The following
examples use a tree with degree d = 3 and t = 1.
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4.1.1.3 Insertion

k17

k13

k1 k2 k3

k45

k4 k5

k67

k6 k7

k′17

k13

k1 k2 k3

k45

k4 k5

k′67

k6 k7

Figure 4.2: LKH: a new member joins the group

When a new user is added to the group a new leaf node is created. Figure
4.2 shows an example of user insertion: the node [k7] is created, it represents
the user u7, which is added as a child of [k67]. After the insertion we have to
change all the keys of nodes on the path from the root node to the leaf node
of u7, which are k17 and k67. For a secure distribution, the new key k′17 can be
encrypted with its previous value k16 because it is not known to the new user,
the same thing applies to the key k′67. The new user needs to know all the
keys contained in the nodes from the root node to the leaf node associated to
him, which are k′17, k′67. Those keys are encrypted with k7 that is only know
to u7. The rekeying message for the insertion of u7 represented in Figure 4.2 is
{k′17}k17 , {k

′
67}k67 for the members of the group, {k′17, k′67}k7 for the new user.

Therefore, the insertion of a new member requires to change and encrypt h
keys for the previous members of the group, and other h keys are encrypted
and sent to the new user, leading to a the best-case rekeying cost for inserting
a new user of 2h.

kN

k1 k2 k3 k4

kL

k1 k2

kR

k3 k4

Figure 4.3: Node [kN ] is splitted in nodes [kL] and [kR]

An insertion can bring a non-leaf node to have more than d children, re-
balancing a B-Tree after insertions is achieved by node splitting. Figure 4.3
shows an example of node splitting. Since the maximum number of children
is 3, the node [kN ] needs to be split in two nodes [kL] and [kR]. For a secure
distribution, the key kL must be encrypted using the keys of its child nodes
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(k1 and k2), the same applies for kR. The rekeying message for the split opera-
tion represented in Figure 4.3 is {kL}k1 , {kL}k2 , {kR}k3 , {kR}k4 . Splits occurs
when a node has d + 1 children, therefore the generic rekeying cost for this
operation is d + 1. A split may be propagated to the root node, splitting up
to h nodes, leading to the worst-case rekeying cost for inserting a new user of
h (d+ 1) + h.

4.1.1.4 Removal

k17

k13

k1

u1

k2

u2

k3

u3

k45

k4

u4

k5

u5

k67

k6

u6

k7

u7

k′17

k′13

k2

u2

k3

u3

k45

k4

u4

k5

u5

k67

k6

u6

k7

u7

Figure 4.4: LKH: a member is removed from the group

When a member is removed from the group the leaf node associated to him
is removed from the tree. After the removal we have to change all the node
keys on the path from the root node to the leaf node of u1, which are k17 and
k13. The rekeying process works bottom-up, from the parent node of [u1] to
the root node. k′13 is encrypted with the keys of the child nodes of [k′13] (k2 and
k3), then the same thing applies to k′17. The rekeying message for removing u1
as represented in Figure 4.4 is {k′13}k2 , {k

′
13}k3 , {k

′
17}k′13 , {k

′
17}k45 , {k

′
17}k67 .

Since each node can have a number of children that varies from t to d (2 to d
for the root node) the rekeying cost is variable. However, the best case occurs
when all the nodes have t children and the root has 2 children, which leads to
a best case rekeying cost of d− 1 + th.

A removal can bring a non-leaf node to have less than t children. After a
deletion a rebalanced B-Tree is achieved using two different methods: redistri-
bution or merge.

If the node to rebalance has a sibling with more than t children it is per-
formed a redistribution as showed in Figure 4.5. For a secure distribution, the
key k′L must be encrypted using the keys of its child nodes (k1 and k2), the
same thing applies for k′R. The rekeying message for the redistribute operation
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kL

k1 k2 k3

kR

k4 k5

k′L

k1 k2

k′R

k3 k5

Figure 4.5: An element of [kL] node is redistributed in node [kR]

as represented in Figure 4.5 is {k′L}k1 , {k
′
L}k2 , {k

′
R}k3 , {k

′
R}k4 . A redistribute

operation occurs when the node to balance has t − 1 children and there is a
sibling with at least t + 1 elements. The keys of the node to balance and of
his sibling have to be changed and are encrypted with the keys of the child
nodes. Therefore, the rekeying cost for a redistribute operation is between 2t

and t − 1 + d. The redistribution is an operation that does not propagate to
the parent node where it is applied, once done the tree is balanced.

kL

k1 k2

kR

k3 k4

kM

k1 k2 k4

Figure 4.6: Nodes [kL] and [kR] are merged into one node [kM ]

If the node to rebalance has no siblings with more than t children, it is
merged into one of its siblings as showed in Figure 4.6 on page 64. A new
node [kM ] is created, where all the children of [kL] and [kR] are attached.
For a secure distribution, the key kM must be encrypted with the keys of the
child nodes of the node where the removal was performed. However, since the
children of node [kL] have not been involved in the removal, it is possible to use
kM to perform the encryption. The resulting rekeying message for the merge
operation, as represented in Figure 4.6, is {kM}kL , {kM}k4 . A merge operation
occurs when the node to balance has t − 1 child and the node merged has t
children, therefore the generic rekeying cost for this operation is t − 1. The
merge operation could spread up to the root node, merging h nodes, leading
to a worst-case rekeying cost of d− 1 + th.
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4.1.1.5 Rekeying costs

We showed how insertions and a deletions works for LKH, Table 4.1 sum-
marizes the costs associated to the operations that are required to maintain a
B-Tree balanced.

Table 4.1: Rekeying costs for basic operations

Split Merge
Redistribute

min max

Cost d+ 1 t 2t t− 1 + d

As the comparison in Table 4.2 shows, LKH allows to have much lower
rekeying costs compared to the presented naïve solution.

4.1.2 Improvements over LKH

In the last decade there has been a lot of work aiming to improve the LKH
system. An important result, obtained by Snoeyink et al. [96], has proved that
using this key-based systems the lower bound for the rekeying cost is θ (log n).

Canetti et al. [18] proposed an improvement over the LKH scheme that
allows to have a rekeying cost at insertion of h + 1 instead of 2h. h keys still
need to be updated in the tree, but it is sufficient to send to the new user
only a single key instead of h. Using the original LKH scheme, when a key is
changed, the new one is randomly chosen. The improvement proposed in [18]
consists in deriving the h new keys using a PRNG starting from a random
value generated for every insertion.

Another improvement that is also able to halve the rekeying cost for dele-
tion has been presented by Sherman et al. [94]. They use an algorithm called

Table 4.2: Rekeying costs for the insertion of a new member

Insert Delete
best case worst case best case worst case

Naïve 1 1 n n
LKH 2h (d+ 1)h+ h t (h− 1) + 2 d− 1 + th
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One-Way Function Tree (OFT) that works on binary trees. Each node of the
tree has, in addition to a key, a secret value x. Only leaf nodes have an actual
x value, while for all the internal nodes x is derived through a one-way function
that uses the secret value of the left and right children of the node. This way,
the OFT offers a rekeying cost that is the half of LKH for both insert and
remove operations.

However subsequent works showed that OFT is vulnerable to a series attack
where users that collude are able to continue to read the group conversations
even if they where removed from the group. Several variants to the original
OFT have been proposed to mitigate or eliminate this kind of problems but
with an higher cost with respect to the proposed solution. In [105] the main
issues are summarized.

There are a lot of other minor modifications over LKH, most of them ori-
ented to adapt the original solution to very specific needs (e.g. pay per view
systems) or application fields (e.g wireless sensor network, multimedia appli-
cations. . . ).

All these improvements have one thing in common, they did not change
the data structure used to represent the key graph: it is always a B-Tree.
Maintaining the tree balanced requires a series of operations that increases
the rekeying cost for insertions or removals, using a different data structure or
modifying the existing one may lead to better results. There are some works
that have considered this approach showing interesting results.

Rodeh et al. [88] proposed a system using AVL trees rather then B-Trees,
it is an interesting solution to have a distributed tree among the users instead
of a centralized solution, but it does not reduce the rekeying cost with respect
to LKH.

Goshi et al. [42] carried on an extended analysis of some alternatives data
structure. They proposed three new algorithms for the maintenance of key
trees based on 2-3 tree and 2-3-4 trees. They also empirically evaluated the
worst-case rekeying costs, showing that they are able to achieve better results
than standard B-Trees.

A novel solution presented by Lu et. al [64] introduces a new type of tree
called NSBHO (Non-Split Balancing High-Order). We describe in detail this
new approach since it contains some important changes that are worth to be
explained.
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4.1.3 NSBHO

NSBHO is a tree similar to a B-Tree where split operations are not per-
formed. Avoiding this type of operations allows to achieve a lower rekeying
cost for the insertion of a member. The idea behind this choice is to perform
insertions by attaching leaf nodes to any internal node that has enough space
to contain it. Leaf nodes are all placed at the same depth to keep the tree
balanced. This is done by using a chain of internal nodes where the leaf node
is attached. Figure 4.7 shows an example of this idea applied to the insertion
of a member in a group. The tree has a degree d = 3 and t = 1.
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Figure 4.7: NSBHO: a new member joins the group

The only internal non-full node is [k17] where the chain of nodes [ka], [k7]
is attached. The internal node [ka] is used to place the leaf node at the correct
depth that maintains balanced the tree. When there are no non-full internal
nodes the tree is full, and the insertion of a new member is performed by
increasing the height of the tree. A new root node is created on top of the old
tree and the leaf node of the new user. An example of insertion that causes
the root to increase its height is showed in Figure 4.8.
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Figure 4.8: NSBHO: a new member joins a group whose associated tree is full
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The internal nodes that are created when the insertion of the leaf node is
not performed in the penultimate level of the tree are part of a path called
special path (SP). The special path is defined as «a sequence of internal nodes,
(z0, z1, . . . , zk), where zi is an ancestor of zi+1 for 0 < i < k, zi has at least one
child and at most t− 1 children for 0 ≤ i ≤ k, and < z0 is not the root» [64].
It is a path of the tree where the nodes do not respect the properties of a
standard B-Tree. NSBHO trees can have at most one SP.

The difference between a standard B-Tree and the NSBHO tree is that the
latter is not a search tree. Inserting the elements in the first free space does
not preserve the order of the leaf nodes that is needed to use the tree as a
search tree.

For the insertion of a new node we need two separate lists containing the
references to the non-full internal nodes and to the nodes in the SP. These
two lists will be used to choose the internal node where to attach the external
node.

Removal of elements is performed as in LKH with a few small changes to
handle nodes that are in the SP. Since NSBHO is not a search tree, removals are
performed directly from the leaf nodes, which requires to store the references
to all the leaf nodes in another dedicated data structure.

A comparison of the rekeying costs of the two systems is showed in Table
4.3.

Table 4.3: Comparison of rekeying cost between LKH and NSBHO

Insert Delete
best case worst case best case worst case

LKH 2h (d+ 1)h+ h t (h− 1) + 2 d− 1 + th
NSBHO h+ 1 2h 1 d− 1 + th

4.2 Proposed approach

In Snake, we decided to employ key graphs for group management, since
this approach allows us to handle rekey within the group in an efficient way.
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4.2.1 Key graph approach

In contrast with the various solutions presented, we decided not to perform
a rekey when a new member joins the group. This is an important design choice
justified by the nature of our groups. In OSNs when a new member joins a
group or becomes a friend of another user, he has full access to the message
history of that group. Therefore, it is useless to perform a rekeying when a new
member joins, since he will have access to the previous conversations anyways.

Keeping this choice in mind, we decided the use NSBHO to handle the
group key graph. By using this system it is possible to have the lowest possible
rekeying cost for the join of a member. Although we decided not to change
the group key upon member insertion, the rebalancing of the tree may require
to split some nodes. With LKH those splits still need a rekeying message,
while with NSBHO the problem is completely bypassed as splits are completely
avoided. The only case in which a message is required for an insertion in a
NSBHO tree is when the tree size increases. However in that case the rekeying
cost is unitary.

Users save, for each group they are in, the current group key along with
the h other auxiliary keys used to read rekeying messages.

4.2.2 Join or leave a group and administrative privileges

Only administrators of a group have the authority to add or remove group
participants. The removal of a participant from the group is handled com-
pletely within the group: the administrator updates the administrative data
of the group and then sends the rekeying message to the group. When the
removed used reads the rekeying message, he can only understand that he has
been removed, but he cannot decrypt any of the new keys contained in the
message.

The insertion of a member into the group cannot be managed exclusively
within the group. It is necessary to have a secure way to communicate between
an administrator and a member that wants to join a group to exchange three
messages: a request of the user to join a group and a positive answer of the
administrator to the request that contains the group key together with the
auxiliary keys or a negative answer to the request.

In the beginning the creator of the group is the only administrator, but
this privilege can be extended to other members. The information needed to
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become a group administrator are: the symmetric key used to encrypted the
adminData field of the group descriptor and the private key used to sign the
group descriptor.

4.3 Implementation details

The administrative data of the group is stored in the adminData field of the
group descriptor. When requesting the group descriptor this field is not fetched
because it contains only information needed by administrators, members and
subscribers are not able to decrypt it. A separate network request exists to get
the group descriptor with the adminData field, which is used by administrator
when they have to modify the group.

adminData contains a single property named serializedTree that repre-
sents the tree used to manage the group evolution.

4.3.1 Tree serialization and deserialization

When the tree is loaded into memory, it is represented as nested JavaScript
object. This object contains some redundant information that cause circular
dependencies. Each node has a reference to its parent node and to its child
nodes, the parent node causes a circular reference. The other circular depen-
dencies are caused by the two arrays that contain the list of non-full nodes and
the nodes of the SP. Moreover, the object in which are stored references to all
the leaf nodes causes circular references. These elements that cause those cir-
cular dependencies are however extremely useful when performing an insertion
or a deletion.

When the tree is serialized all of these dependencies are removed: in each
node the reference to the parent node and the two arrays mentioned above
and the object with the references to non-leaf nodes are removed. This is not
a problem since all the information can be reconstructed when the object is
deserialized.

The deserialization process restores the tree and all the redundant informa-
tion that are used to perform insertion and deletions. Since this tree enrichment
operation takes place in a single pass, while the JSON object is parsed, the
additional overhead is negligible.
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4.3.2 Rekeying messages

Each node in the tree has a key and a unique ID that is used to identify
different auxiliary keys. The rekeying message consists in a series of key update
directives composed of 3 fields:

encryptedKey Contains the new key encrypted with another key.

keyID Contains the ID the key contained in the encryptedKey field.

encryptedWith The ID of the key that must be used to decrypt the new key.

We used AES-CBC to encrypt the keys rather then AES-GCM as for these
keys there was no need for an additional integrity check since they are sent
in an already authenticated post. The IV used to encrypt all the keys of the
same rekeying message is the same.

The rekeying directives and the IV are included in a post that is sent to
the group. This post also contains information about who is the user that has
been inserted or removed and which administrator performed the operation.

Posts containing a rekeying must be processed only if sent by a group
administrator.

4.4 Cost-benefit analysis and engineering tradeoffs

There is a critical parameter which must be properly selected in an imple-
mentation of our proposed system of group management: the degree d of the
tree. In fact, it affects three different aspects:

Size of the tree Intended as the number of nodes (or keys) stored in the tree.

Size of rekeying messages This size depends directly on the degree of the
tree.

Size of user keys The number of keys that a user has to store, which corre-
sponds to the height h of the tree.

A first consideration is that, since we set t =
⌊
d
2

⌋
, it is better to choose an

odd degree instead of an even. The reason for this is that the tree requires less
maintenance (merge and redistribution). For instance, consider the case of a
tree with degree d = 5 having t =

⌊
d
2

⌋
= 2 leads to nodes that have a lower

probability to be one child short rather then having t =
⌈
d
2

⌉
= 3.
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The degree has to be chosen taking into account the particular nature of
the group, i.e. in a group composed by thousands of users is better to have an
high degree since it minimizes the size of the tree, while with a very dynamic
group is better to have a low degree that minimizes the dimension of rekeying
messages. There is not an optimal value valid in every scenario, therefore we
analyzed the problem to find a degree that best fits our application.

The optimal degree for a group is the one minimizing the network traffic
generated by its management. The following formula calculates the amount of
generated traffic in terms of keys sent over the network.

F (i, r, d) =

=

size(i)∑
k=1

[ik · insertRekeyCost (ik, d) + treeSize (ik, d) + treeSize (ik + 1, d)] +

+

size(r)∑
k=1

[rk · removeRekeyCost (rk, d) + treeSize (rk, d) + treeSize (rk − 1, d)]

where:

i is the list of tree sizes in which an insertion is performed

r is the list of tree sizes in which a deletion is performed

insertRekeyCost (x, d) number of keys in the rekeying message for insertion
of a new member in a tree of degree d with x users

treeSize (x, d) number of keys in a tree of degree d with x users

removeRekeyCost (x, d) number of keys in the rekeying message for the
deletion of an user in a tree of degree d with x users

i and r are a list of tree sizes because we have to take into account the group
evolution. If we consider a group of 5 user the cost to build its tree is the sum
of the insertion costs in a tree with 0, 1, 2, 3, 4 users.

The first summation is for all the insertions performed in the group: the
insert rekeying cost is multiplied by the number of users in the group, since
every member of the group has to fetch the rekeying message. The second
summation is for all the deletions performed in the group.

We need three functions (insertRekeyCost, removeRekeyCost and treeSize)
that, given a tree with a particular degree d and x users, are respectively able
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to compute the size of the associated tree, the rekeying cost to add a new
member and the rekeying cost to remove a member.

There is not a formula that counts the number of nodes in a tree, there are
only upper and lower bounds. Theoretical rekeying costs cannot be used to
estimate real rekeying costs for a member removal because they provide only
upper and lower bounds. For instance, NSBHO has a minimum rekeying cost
for the deletion of 1, however this case is very rare and occurs only when the
member to remove was previously inserted when the tree was full. The exact
function to compute rekeying cost at insertion gives 1 when the tree is full and
0 otherwise:

insertRekeyCost (x, d) =

1 when blogdxc = di, i ∈ [1,+∞]

0 otherwise

To determine a practical approximation of the exact function for the size of
the tree and the rekeying cost for removal we run two simulations to measure
those costs. We created a series of trees with a number of users ranging from 0

to 1000 and, on those trees, we measured: the size of the tree and the cost for
user removal. The trees were created using random insertion and deletion and
the simulations were averaged over 1000 runs. The results of the simulations
are shown in Figure 4.9 on page 74 and Figure 4.10 on page 74.

Looking at the graphs it is clear that the rekeying cost at removal and
the tree size are respectively logarithmic and linear in function of the group
size. With the measured costs it is possible to derive two functions fitting
the obtained costs. The mathematical method we used to derive the two
functions was the well known Levenberg–Marquardt algorithm [71] for non-
linear regression. We used the implementation provided by the function leasqr

[95] in Octave with the following models for the regression:

removeRekeyCost (x, d) = p1 · logd (x) + p2

treeSize (x, d) = p1 · x+ p2

Table 4.4 on page 75 shows the result of the regression. An important
output given by the Levenberg–Marquardt algorithm is R2, the coefficient
of determination, which is an index for how well the model fits actual data
points. The coefficient ranges from 0 to 1, where 1 is a perfect fit and 0 means
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an absolute lack of correlation between the data and the used model. Looking
at the determination coefficient for our data it is clear that a linear function
almost perfectly models the tree size. Also the logarithmic function fits well
the rekeying costs at removal, but the fit quality slightly decreases with higher
degrees.

Table 4.4: Results of regression to determine real rekeying cost at removal and
tree size for NSBHO

Order
removeRekeyCost treeSize
p1 p2 R2 p1 p2 R2

3 3.24 −2.19 0.99322 1.55 3.87 0.99875
5 5.78 −5.47 0.95572 1.27 1.74 0.99975
7 8.23 −8.17 0.90851 1.17 3.84 0.99991
9 11.25 −11.84 0.85794 1.13 1.44 0.99989
11 14.56 −15.84 0.82435 1.12 2.80 0.99986
13 15.90 −16.26 0.77407 1.08 2.38 0.99999
15 18.00 −17.93 0.73259 1.07 2.22 0.99998
17 20.47 −20.06 0.70424 1.06 2.02 0.99998

With an expression for insertRekeyCost, removeRekeyCost and treeSize is
possible to estimate a value of d minimizing our objective function F :

argmin
d

= F (i, r, d)

We considered a series of 1000 sequential insertions (i = [0, 1, 2, . . . , 999])
and a different number of removals (0, 10, 20 50, 100, 150, 500 and 1000) to
simulate various types of groups. The simulation was performed 1000 times,
for each iteration the values of r were chosen randomly to average the result
for the costs.

Figure 4.11 on page 76 is the plot of function F for a set of different degrees,
the results are not the absolute rekeying costs, the minimum value of each set
has been normalized to 0 and the maximum to 1. The graph only reports three
different ratios of removals over insertions for clarity. It can be noticed that
for a group without removals it is better to have a tree with an high degree,
while for a very dynamic group is better to have the lowest possible degree.
Considering a percentage of removals over insertion of 5 − 20%, which is the
case of the groups that we are considering, the advantage of using an higher
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degree vanishes around values greater than 9. Therefore our choice was to use
7 as for the degree of our tree.
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Chapter 5

Anonymity of the stored data

In this chapter we briefly describe how we protect metadata of communica-
tions taking place over Snake and in particular how to keep the social graph
secret.

In the following we first explain how to protect communication metadata by
masking the edges of the social graph, then we present some countermeasures
to prevent a remote user from obtaining a complete dump of the database. We
will not discuss the privacy issues of the WoT table since its privacy has already
been considered in Section 3.4.

5.1 Choice of the scenario

We consider the honest-server scenario presented in Subsection 2.2.2,
which, in brief, considers a collaborating and honest storage server. We also
thoughtfully considered if it was possible to anonymize the social graph to the
eyes of an untrusted server. In particular we explored ways to make private
queries to a database, analyzing solutions ranging from oblivious RAM (intro-
duced in [41]) to more recent solutions such as the shuffle index propose by De
Capitani di Vimercati et al. [27]. While these approaches are getting progres-
sively more viable, they still generate a too large network overhead to use them
in a highly interactive system such as Snake. As already highlighted in the
Frientegrity paper [33], without these radical approaches any other mitigation
would be ineffective. In fact, even considering the web browser as completely
untraceable (for instance using the Tor Browser Bundle [85]), its user would be
identifiable through his behavior: the simplest attack would be to fingerprint
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him through the list of requests he does upon login.
While the ideal situation would be to be able to hide metadata from the

storage server too, protecting it with data at rest results to be very useful
in case the hardware is seized, system violations or questionable requests of
information by law enforcement (see the Lavabit case [1]).

Moreover this approach does not only protect the users, but also the storage
provider itself, since it cannot be held responsible for what the users share
among them or with whom they communicate, since it has no technical mean to
get access to it. This is also the approach followed by the re-born Megaupload
website: Mega.co.nz [63].

5.2 Preserving social graph secrecy

We carefully designed Snake to avoid as much as possible the leakage of
information about the social graph on the long-term storage. In particular,
we asked ourselves what were the essential fields we had to keep in a form
intelligible by the storage server to keep the service working without mayor
performance drops. In practice, those fields are primary indexes, i.e. fields
used by the client and the server to uniquely identify each record.

Let us consider the User, Profile and Group tables: we cannot eliminate
their primary keys, but there is no reason for which they should leak the order
in which the records have been inserted, as it happens if progressive integers
are used as primary keys. We can store them as a random identifiers, large
enough to be considered unique (128 bits in our implementation).

For the Message table the situation is not as easy, since it must support
range queries, for instance to fetch all the messages posted to a group after a
certain point in time, usually the last visit of the user.

A first solution we found consisted in storing each message along with a
timestamp, the identifier of the recipient and a secret identifier for the sender
known only to the recipient. Instead of a timestamp, a progressive integer
could be used, but, assuming enough activity on the table, they have similar
properties.

For this configuration, an attacker could detect from the pattern of the
timestamps and the identifiers of the recipients that a live conversation, or
friendship handshake, took place. In Figure 5.1 on page 79 we show how
messages to establish a friendship look like in the described situation. If both
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U1 B A U2

friendship
t0

t1

t2

t3

t4

t0 < t1 < t2 < t3 < t4

∀i ∈ [1, 4] , ti − ti−1 < ε

Figure 5.1: How a friendship establishment looks on the database if timestamps
or progressive numbers are used to identify private messages. ti indicates an
instant in time or a progressive number. U1 and A are aliases for Alice, while
B and U2 area Bob’s aliases.

users are online, the exchange of messages will take place in a short time span.
Therefore an attacker, with the help of the size of messages, can easily tell that
a friendship handshake between Alice and Bob was going on.

For this reason we decided to use as primary key a completely random
identifier we call address, along with a progressive integer, called index, which
grows independently for each address. Doing so, it is not possible to determine
the order of messages addressed to different users and perform the described
attack.

In summary, each message is sent to an address, which corresponds to a
group or a user, and a progressive index is assigned to it. When the associated
user, or the members of the associated group, want to check if new messages
are available, they will make a request to the storage server asking for records
matching that address and with an index value greater than the last they saw.
In the following we detail how the three main type of entities stored in the
Message table are handled.

Private messages Sender and recipient identifiers are not stored explicitly,
we use an address which identifies a unidirectional communication chan-
nel between two users. This means that when Alice sends a message to
Bob she sets as recipient an address they previously agreed upon. When
Bob checks if he has new private messages, he asks the server all recent
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messages addressed to one of the addresses he agreed with his friends.
Bob is able to understand which key he has to use to decrypt each mes-
sage from the used recipient address.

Friendship establishment messages The agreement on the address to use
when exchanging private messages is reached during friendship establish-
ment. For this reason the first message of the handshake cannot use this
address. Indeed the recipient address for friendship requests has to be
public and available to everyone: it is stored it in the friendshipAddress
public field, as shown in Figure A.2 on page 134. If Alice wants to es-
tablish a friendship with Bob, she has to send a message to that address,
embedding her own identifier encrypted as shown in Subsection 3.3.1.
She also sends the address Bob has to use to write her in future, that is
the A → B address. In the answer Bob will inform Alice of the B → A
address. To further improve privacy, these address can be changed from
time to time.

Posts to groups Posts to groups work in way similar to private messages:
each group has an address that members use as recipient for their posts.
A new member gets to know this address when joins the group. To avoid
that a removed user is still able to monitor group activity, upon rekey-
ing the group address is changed and communicated to all participants,
except the member just excluded.

As shown in Figure A.1 on page 133, the result of these techniques are the
suppression of almost all the candidate join paths, with the exception of:
User.publicProfile → Profile and User.friendshipAddress → Message.
These two paths allow an attacker looking at the database at rest to easily
collect some data, but they do not leak much information, save for what the
user has explicitly decided to make public and the amount of not yet handled
friendship requests the user received.

So far we tried to design the system to store as little unencrypted data as
possible. If we take this reasoning to the extreme consequences, we could even
let the database be completely public and completely accessible by everyone.
However, as an additional safeguard against vulnerabilities due to implemen-
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tation bugs, we designed Snake to prevent a standard user from obtaining a
complete dump of the database.

From this point of view, the usage of long and random identifiers as primary
keys, instead of progressive numbers, offers an additional benefit: it prevents
enumeration of the records in the table. For the same reason we also allow
only exact-match queries on username for the User table.
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Chapter 6

User experience

In this chapter we discuss some choices that we made for the implementa-
tion of the user interface of Snake. We also present the significant differences
between our OSN and common OSNs that influence the user experience.

6.1 Design choices

The development of each part of the user interface of Snake had a com-
mon goal: hide all the underlying technicalities to the user. Our system is
complex, performs several cryptographic operations to read and send contents.
We could inform the user of every action, showing him that everything is ac-
tually encrypted and signed, but we deemed this would needlessly increase the
complexity of the user experience. We wanted to show that it is possible to
realize a privacy-oriented system that offers the same functionality of a classic
OSN with minimal impact on the user experience. Nonetheless, there are some
noticeable differences, in the following we will comment the main ones.

6.1.1 Look and feel

A fundamental aspect of any modern website is the so called «look and
feel». It affects the way in which the user perceives contents and what he feels
just by looking at the website. We are talking about of some visual aspects like
layout, typography, colors and other aspects of critical importance to obtain
an effective result.

We then chose to use Bootstrap [78] framework to create the front-end
of our application. Bootstrap is popular framework which provides a well
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established library for layouts, forms, buttons and so on. This framework
allows us to provide the user with a very familiar interface and to simplify the
development of the web interface on our side.

A particularly interesting feature of Bootstrap is that has been designed to
provide a Responsive Web Design (RWD). RWD is an approach to web design
that allows to have an optimal view experience across a wide range of devices
from mobile phones to desktop computer.

6.1.2 Transparent singing and encryption

The encryption is completely transparent to the user. If he has access
to the key required to decrypt a content it is simply visualized. If, instead,
the user cannot visualize something the client informs him that he does not
have the required permission to view that particular content. This behavior
is enforced by our client. It is possible to show the public properties of the
requested content but this information would only further confuse the user.

Moreover, signature verification is completely transparent. If a signature
is valid the message is displayed to the user regularly. If it is not, we still show
the content but visually mark it to let the user know that the author of the
content can not be verified. Figure 6.1 shows an example of a message whose
signature is not valid.

⚠ Alice, Nov 10 2013, 11:30:42

Hello Bob,
I do not want to be with you anymore.
Goodbye.

Figure 6.1: Example of a forged message

The idea behind this design is to only show errors to the user. He knows
that Snake is a OSN where the main focus is on the privacy of the user, but
it is not necessary to remind him every time of these properties.

6.1.3 Multiple profiles

Our system offers the possibility to have multiple profiles. A profile is an
identity that the user can use on the OSN. This idea is not new to OSNs,
Google+ first introduced the concept of circles, then Facebook implemented a
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My profiles
Bob

Johnny Walker

John Smith

    ▼    Remove Edit

▼ ▲ Remove Edit

    ▲    Remove Edit

Figure 6.2: List of user’s profiles

very similar system for dividing friends in Lists. A user can therefore recognize
in our «profiles» a similarity with circles and lists and will not incur in major
difficulties in using them.

There is a significantly difference for the public profile. As described in
Chapter 2, its purpose is exclusively to provide some basic information about
a user that can help other users to find him. The public profile can be seen as
the starting point for a friendship, it should not be used to publish personal
information. To stress this fact we removed the possibility to have a group of
friends associated to the public profile.

Another minor difference is that each profile has an associated priority, this
feature is used to select the profile to show when more than one profile of an
user are available. While this priority is stored as an integer number, we chose
to let the user select the profiles priority only by ordering them in a list. Figure
6.2 shows what the users see: the first has the highest priority while the last
has the lowest priority.

6.1.4 Group management

As described in Chapter 4, we use groups both for group of friends and
generic groups. The user does not see that the friends associated to a profile
are handled through a group. For this particular group the only administrator
is the owner of the associated profile and administrative privileges cannot be
granted to someone else. Also, for this groups it is not possible to add members
directly as for generic groups. Group of friends are transparently managed in
case of friendship establishment or revocation.

As for generic groups, management is completely transparent to subscribers,
members and administrators. We do not expose any of the internals of this
system to the user, it would be only counterproductive since it would require a
knowledge about the technical details of the underlying structure to properly
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understand and therefore interact with them.

6.1.5 Friendship

Friendship establishment is performed as in other OSNs: there is a ded-
icated button on the public profile of the user, a user clicks when he wants
to add him as a friend. However friendship establishment requires public key
authentication which, in case the WoT is not offering enough confirmations, is
performed through the SMP. This is the only real big difference from classical
OSNs and it is therefore a feature new for most of the users.

If Bob wants to become friend of Alice he has to go to her public profile page
and send her the friendship request. Bob is then asked to input a question,
with its relative answer, that will be used by the SMP to authenticate Alice’s
public key. Figure 6.3 shows the form displayed to Bob. As the form reminds,
the answer «should be known only to you (Bob) and Alice», this is fundamental
to prevent an attacker from impersonating Alice.

Friend authentication

Cancel  OK

If you want to authenticate Alice's public key, type here a
question and its answer. The answer should be known only to
you and Alice.

Question

When we first met what have I bought to you?

Answer

lollipop

Figure 6.3: SMP in action: authentication of Alice’s public key

In the previous figure there is a good example of question and answer since
it involves a fact that is most likely known only to Alice and Bob.

When Alice logs into her account she will receive a notification containing
Bob’s request. Figure 6.4 on page 87 shows the form displayed to Alice, where
she has to input the correct answer to prove Bob that she really is Alice.

86



Design choices

Friend authentication

Cancel  OK

Bob wants to authenticate your public key, to do so, please
answer the following question.

When we first met what have I bought to you?

Answer

lollipop

Figure 6.4: SMP in action: answer to Bob’s question

If Alice correctly answers to Bob’s question the friendship is established
otherwise the whole process has to be repeated.
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Chapter 7

Experimental Evaluation

In this chapter we present a performance analysis of the various crypto-
graphic primitives offered by the WebCryptoAPI, then we evaluate the over-
heads introduced in Snake due to all the performed cryptographic operations.

7.1 WebCrypto API implementations

All the most famous rendering engines used by current web browser are
implementing the WebCrypto API specification and will realistically publish
new versions that support that API within a few months. Unfortunately none
of implementations offers all the functionalities that our application requires,
for the time being we used the two polyfills mentioned in the Chapter 2 to
run our application. We ran a series of benchmarks to measure the perfor-
mance of those two implementation of the WebCrypto API to evaluate what
are the differences in terms of execution time for all the cryptographic opera-
tions that our application uses. With these tests we want to determine if they
are acceptable or not.

To measure the execution time we saved the timestamp right before launch-
ing and just after the termination of every operation. Therefore, results are
for the whole operation and not only for the computation related to the cryp-
tography part. We chose this approach as the overhead introduced by the
asynchronous nature of the API must be taken into consideration.

Unlike many others, we did not acquire the timestamps using the well
known JavaScript function Date.now. By using the Date object the times-
tamp that we get has a limited resolution, only 1ms, and a poor accuracy. For
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this reason we deemed it inadequate for measuring the execution time of certain
operations and chose to use the High Resolution Time API [68]. This API pro-
vides a method (window.performance.now) that produces a timestamp with a
sub-millisecond resolution and higher accuracy which lead to more statistically
significant measures.

The tests were executed using Chromium 30.0.1599.1011 running on a
Linux x86_64 3.112 platform equipped with a Intel Core i5-2520M3 processor,
the NfWebCrypto plugin was compiled using GCC 4.8.24 and uses OpenSSL
1.0.1e. Each test has been run 100 times to mediate the variation of execution
times.

Now we present a performance analysis for each type of cryptographic
operation that Snake uses.

7.1.1 Key generation and key derivation
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Figure 7.1: Execution times for key generation and key derivation functions

Key generation functions are used to generate cryptographic keys. This
methods are widely used in the application: every time a new user, group,
profile or friend is created a new key is generated, rekeying operations require
the generation of new keys, registration and so on.

Key derivation, using the ECDH algorithm, is an operation that is per-
formed only during friendship establishment.

1http://www.chromium.org/
2https://www.kernel.org/
3http://ark.intel.com/products/52229/
4http://gcc.gnu.org/
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We executed the test for the generation of AES-CBC and AES-GCM sym-
metric keys of 256 bits and ECDSA and ECDH keypairs over the curve P-256
and the derivation of a AES-GCM key using ECDH.

Results are shown in Figure 7.1 on page 90. NfWebCrypto is about 100

faster than polycrypt for the key generation and derivation.
This test is a good measure of the overhead for calling a function of the

API. The generation of a symmetric key is not a computationally intensive
operation, it is only necessary to collect enough entropy (32 bytes in our case)
and then return the result to the caller function. We can observe that the
overhead for the PolyCrypt implementation is roughly 30ms. This value is
quite high but is justified by the fact that every call to a function of the
API creates a dedicated WebWorker that performs the operation. For the
NfWebCrypto implementation the overhead is almost negligible since it is well
below 1ms.

The previous considerations cannot be applied to the generation of asym-
metric keypairs. In fact, while the generation of a private elliptic curve key
is equivalent to the generation of a larger random number, the corresponding
public key needs to be computed.

There is a significant difference between the variance of the results, the
plugin is quite inconsistent compared with the PolyCrypt. This different be-
havior is well explained by looking at the implementations of the two polyfills.
NfWebCrypto uses OpenSSL functions to get cryptographically strong random
bytes using the system entropy pool, while PolyCrypt uses a RC4-based PRNG.
Running this tests many times can rapidly deplete the entropy available in the
pool, leading to a delay in the generation of the key. Another confirmation in
support to this explanation is the key derivation using the ECDH algorithm:
the operation performed by this type of derivation is identical to the compu-
tation of the public key starting from the private key. In fact the execution
time is almost the same but its variance is way lower because the derivation
does not need to create a random number.

7.1.2 Encryption and decryption

Symmetric encryption and decryption performances are relevant metrics,
since they are the most used cryptographic primitive in our application. We
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Figure 7.2: Execution times for encryption
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Figure 7.3: Execution times for decryption

executed the test for both algorithms with key lengths of 256 bits and using
different sizes of plaintext and ciphertext. The results for encryption are shown
in Figure 7.2 and for the decryption in Figure 7.3.

NfWebCrypto has a much higher throughput, compared to PolyCrypt, es-
pecially when encrypting or decrypting a small amount of data. The difference
is less noticeable when dealing with big plaintexts or ciphertexts and can be
explained by looking again at the implementation. PolyCrypt uses directly
plaintexts and ciphertexts without making any type of conversion on it. On
the other side, since NfWebCrypto communicates with the underlying plugin
through JSON messages, all ciphertexts and plaintexts have to be converted
from and to Base64 strings. There is therefore an overhead caused by the
conversion from typed array to Base64 string and viceversa that limits the
throughput of the NfWebCrypto implementation.
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7.1.3 Hashing and HMAC
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Figure 7.4: Execution times for hashing and HMAC

Hash and MAC primitives are, per se, two types of operations that are not
frequently used, but they play an important role during the establishment of
friendship.

We executed the test with different message sizes using SHA-256 as hashing
algorithm and HMAC-SHA-256 for the MAC. The results are shown in Figure
7.4.

NfWebCrypto is way faster than the PolyCrypt when hashing small amount
of data, but the results becomes comparable on larger chunks of data.

7.1.4 Signing and verification

Along with encryption, signing and verification are the most fundamental
operation in our application.

We executed the test using different message size to sign and verify using
the ECDSA algorithm with curve P-256 and SHA-256 as hashing function.
The results are shown in Figure 7.5 on page 94.

The time needed to perform a signature grows linearly with respect to the
dimension of the data to sign using the NfWebCrypto implementation, and the
execution times are comparable with the previous test for hashing. This shows
that the time taken by the hash dominates the total execution time, leading
the time to compute or verify a signature to be negligible. With PolyCrypt the
situation is exactly the opposite: computation or verification of a signature for
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Figure 7.5: Execution times for signing and verification

1 kiB or 10 kiB or 100 kiB of data takes practically the same amount of time,
which means the time for hash computation negligible with respect to the
signature. As already highlighted in the key generation and derivation tests,
performing operations involving asymmetric encryption are very slow using
PolyCrypt.

7.1.5 Password based key derivation
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Figure 7.6: Execution times for password based key derivation

Password based key derivation is the operation that derives the key, used
to encrypt and decrypt the private descriptor of the user, starting from a
password. It is performed once for each registration or login to the application.

We executed the test using SHA-256 and different number of iterations
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for the PBKDF2 algorithm. The results are shown in Figure 7.5 on page 94.
PolyCrypt is roughly 100 times slower than NfWebCrypto regardless of the
number of iterations used.

7.1.6 Final considerations

Table 7.1: NfWebCrypto and Polycrypt benchmark results summary

Operation
NfWebCrypto [ms] PolyCrypt [ms]

1 kiB 10 kiB 100 kiB 1MiB 1 kiB 10 kiB 100 kiB 1MiB

AES-CBC enc 0.595 2.641 25.31 288.4 31.11 38.87 92.25 524.6

dec 0.684 2.659 23.62 285.4 31.78 40.16 92.81 523.5

AES-GCM enc 0.729 2.617 24.61 292.1 34.43 55.22 177.1 1380.3

dec 0.584 2.723 24.98 284.6 34.32 56.25 177.0 1376.1

SHA-256 0.433 1.173 8.347 127.2 30.42 34.37 42.41 132.1

HMAC 0.443 1.291 8.561 128.6 43.30 47.00 59.14 148.3

ECDSA sign 0.699 1.444 8.953 132.9 124.9 129.2 137.5 227.3

verify 1.473 3.172 17.94 262.1 277.1 287.9 316.1 483.3

iters 1024 2048 4096 8192 1024 2048 4096 8192

PBKDF2 2.904 5.304 9.896 19.27 181.0 308.6 568.9 1086.0

Generation Derivation Generation Derivation

AES-CBC 0.348 − 32.49 −

AES-GCM 0.284 − 33.37 −

ECDSA 0.772 − 103.4 −

ECDH 0.719 0.662 103.8 99.04

It is natural to expect that NfWebCrypto is faster than the PolyCrypt,
since it relies on an implementation in a compiled language that uses optimized
cryptographic primitives. The results is a speed boost of about 10× to 100×,
depending on the operation, if compared to a pure JavaScript implementation.
However the PolyCrypt is fast enough to be used in our application without
noticing high delays.

Both implementations have room for improvement as the source code is
not perfectly optimized, but there are some problems that cannot be solved at
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all. PolyCrypt suffers of a high overhead per-function call due to the invoca-
tion of dedicated WebWorkers and asymmetric cryptography performs pretty
slowly, while NfWebCrypto has almost native performance but the throughput
is limited by the double conversion required to transfer data from and into the
underlying plugin.

In the future there will be support to the WebCrypto API directly in web
browser and this will allow to have even greater performances since none of
the problems cited before will be present.

With these results we showed that is technologically possible to perform
cryptographic computation inside the web browser with adequate performance.
All the results showed in the previous figures are summarized in the Table 7.1
on page 95.

7.2 Use cases

With the previous benchmark we saw that is possible to use cryptography in
the web browser and the performance are adequate to our application. We now
want to quantify the overhead introduced by all the cryptographic functions
when performing some actions.

We choose 5 different «use cases» that represent common actions executed
by users in a OSN: registration, login, establishment of a friendship, revocation
of a friendship and message transmission. These cases cover all the types
of basic actions that an user can do within the OSN, all the others are a
combination of the previous.

To measure the time spent performing cryptographic operations we used
two different configurations: the NfWebCrypto implementation of the We-
bCrypto API and a dummy implementation. The dummy implementation is
an actual implementation of the API but it does not perform any cryptographic
operations. For instance, methods for key generation return always a fixed key,
encryption functions return the plaintext unmodified and so on. By running
each test in both configurations and measuring the time needed to perform the
whole operation we can see the amount of time time spent on cryptographic
operations.

To simulate a real use case we introduced different network delays between
the server and the client. We chose three different network configurations for
client-server communication: the loopback interface of the system; a network
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where the RTT is 40ms and a maximum bandwidth of 10Mbit/s to simulate a
domestic connection with a server located in the same continent of the client; a
network where the RTT is 100ms and the maximum bandwidth is 1Mbit/s to
simulate a domestic connection with a server located in a different continent.
In the following we will refer to this three configurations using the identifiers
net-loopback, net-fast and net-slow.

We used the same computer to run the server and the client process. The
configurations with network delays and bandwidth limitations were realized
employing Linux network namespaces5, to create different virtual networks,
along with Traffic Control6, to add the network delay and bandwidth caps.

The tests were executed using a server running Node.js 0.10.21 and MySQL
5.5.33, the configuration of the client is the same of the previous benchmark.
An important fact about MySQL was that the database was placed in RAM,
placing the folder containing the files used by the database on tmpfs file system.
With this configuration we setup a server that is fully capable of handling the
high load generated by these tests. The assumption that a server for a OSN can
perfectly handle the load generated by its users is a very optimistic hypothesis,
but we want to show the maximum possible overhead experienced by the user
due to all the cryptographic operations, and this occurs only when the server
is not overloaded.

As for the previous test, the result are the mean of 100 runs of the same
test.

7.2.1 Registration

The first use case is the registration, since it is the first action a user
performs to be able to use the application. The registration involves several
cryptographic operations: the first one is the derivation of the user master
key from the password; then there is the generation of all the symmetric and
asymmetric keys; afterwards we create the user descriptor, the public profile
and another profile with its associated group of friend.

The results of the test are showed in Figure 7.7 on page 98: the difference
between using or not the cryptography is roughly 16ms, regardless of the
network configuration.

5http://lwn.net/Articles/219794/
6http://www.lartc.org/
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Figure 7.7: Use case of user registration

It is not possible to compare the execution times of each cryptographic
operation with the results reported in the Subsection 7.1. With the previous
benchmark we executed one operation at a time, here we have a lot of oper-
ations that are executed simultaneously. Due to the asynchronous nature of
JavaScript it is impossible to measure the real time taken by the cryptographic
computation as, while an operation is waiting, there may be another one run-
ning. Looking at the raw numbers we can see that the time difference between
using or not cryptography is 16.35ms, but if we sum up one-by-one the times
of each cryptographic operations we get 30.19ms. These two different values
are not wrong, they are measuring two different times, the former is the differ-
ence between using or not cryptography (which is the time we are interested
about), the latter is the sum of the time of each operations including delay
experienced by every network operation.

The delay on the network increases by a factor of 5 the total execution
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time, this is because during a registration there is an inherent serialization
among different phases of the operation. The first request saves the private
user descriptor: we could proceed with other operations while we wait for the
network operation to complete, but the user ID that the server will give back
in the answer of the previous request is needed to create the profiles. The
creation of the group of friends associated to the user profile has a similar
forced serialization issue.

The overhead experienced by the end user due to cryptographic operations
is 31.69%, 6.28%, 2.92%, respectively using the net-loopback, net-fast and
net-slow network configurations.

7.2.2 Login
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Figure 7.8: Use case of login

This use case measures the time needed to perform a login of a user that has
350 friends, a public profile, another profile only available to friends. The login
phase requires to send a request to obtain the ID associated with a username,
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then the private descriptor of the user is fetched, and finally the two profiles
and the group descriptors are requested.

The results of the test are shown in Figure 7.8 on page 99. In this test too
the time required by the cryptographic operations, about 16ms, is independent
from the network configuration.

Depending on the user, the login may require more or less time and to
transfer more or less data. The variables that influence this time and the
amount of data are there characteristics of the user account, such as his number
of friends, of profiles and groups where he is in.

The overhead experienced by the end user due to cryptographic operations
is 26.72%, 7.48%, 4.09%, using respectively the net-loopback, net-fast and
net-slow network configurations.

7.2.3 Sending Messages
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Figure 7.9: Use case of sending messages
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Another common operation that is performed in an OSN is sending mes-
sages to friends. This test measures the time needed to send 10 message
with a payload of 1 kiB to 10 different friends. Sending a message is a simple
operation: the message signature is first computed and then the message is
encrypted.

The results of the test are showed in Figure 7.9 on page 100, as for the first
two tests the time required by the cryptographic operations is independent from
the network. This test is an example of an operation that has no serialization
points: the 10 messages can be sent all at once independently. Therefore, the
difference between the execution in the three network configurations is exactly
the network delay7.

The overhead experienced by the end user due to cryptographic operations
is 33.00%, 21.40%, 13.9%, using respectively the net-loopback, net-fast and
net-slow network configurations. These overheads are greater than the previ-
ous ones, especially those for the net-fast and net-slow configurations, since
without serialization points network time is less incisive and makes the time
spent in cryptographic primitive computation more evident.

A similar test can be performed for the reception of messages, the result will
be almost identical because the operation involved are exactly symmetrical:
send a message instead of receiving it, decrypt the message instead of the
encrypting it, verify the signature of message instead of computing it.

7.2.4 Establishment of a friendship

Friendship deserves a dedicated use case because it involves a complicated
cryptographic procedure that allows the authentication of public keys of the
involved user. The procedure has been already explained in detail in Chapter
3. For this particular test the dummy implementation finalizes the friendship
establishment by exchanging a single message, rather then 5.

The friend was added to a group containing 350 users. The results of the
test are showed in Figure 7.10 on page 102: in this case the differences between
the execution times are not the same but depend on the network configuration,
in particular they vary with the network delay between the server and the
client.

7net-fast − net-loopback is 115.76ms− 75.99ms that is equal to 40ms and net-
slow − net-loopback is 174.38ms− 75.99ms that is equal to 100ms.
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Figure 7.10: Use case of friendship establishment

The overhead is significant, the whole operation is 5 to 8 times slower, and
this is caused by the greater number of exchanged messages (5 vs 1) introducing
serialization points and operations of the FHMQV-C and SMP which are per-
formed in JavaScript. Considering the properties that our protocol guarantees,
we consider this overhead more than acceptable.

7.2.5 Revocation of a friendship

Revocation of a friendship, which mainly consists in the removal of member
from a group, is another complex operation that needs to be analyzed. The
administrator has to download the administrative data of the group, remove
the user from the key graph, and then save it back. Subsequently the list of
group members is updated and a rekeying message is sent to the group (that
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Figure 7.11: Use case of friendship revocation

is also read by the administrator itself) and a message to the old user that
notifies his removal.

Removal was performed on a group containing 350 users, the results of the
test are showed in Figure 7.11. In this test the number of messages exchanged,
either using encryption or not, is the same. The time spent in cryptographic
operations is always the same, about 100ms.

The overhead experienced by the end-user due to cryptographic operations
is 20.88%, 12.48%, 7.40%, using respectively the net-loopback, net-fast and
net-slow network configurations.

7.2.6 Final considerations

All the results showed in the previous figures are summarized in Table 7.2
on page 104.

With these tests we showed that by encrypting and signing every entity,
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Table 7.2: Use cases benchmark results summary

Use case net-loopback [ms] net-fast [ms] net-slow [ms]

crypto dummy crypto dummy crypto dummy

Registration 51.565 35.219 253.52 237.57 552.06 535.94

Login 61.283 44.905 227.81 210.752 416.95 399.88

Friendship 1493.8 177.38 3966.3 563.42 5360.6 1141.1

Remove friend 454.07 375.07 835.15 730.93 1366.3 1265.2

Send messages 75.997 50.913 115.76 90.989 174.381 150.05

using a protocol for securing friendship establishment, using another protocol
to manage groups of user some overheads are introduced.

It is important to remember that the server was offering the highest possible
performance, therefore the overheads here reported are an upper bound.

Excluding the net-loopback configuration the overhead experienced using
the application in a real network is between 3% and 14% for common opera-
tions such as registration, login, send or receive messages. The removal of a
member from a group is an operation seldom performed which however does
not introduce an excessive overhead. The only exception is the establishment
of a friendship that is from 5 to 8 times slower using our protocol compared to
a naïve solution, anyway the time required to perform that operation is more
than adequate.
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Chapter 8

Future developments

In this chapter we analyze several aspects of Snake that need attention or
provide a starting point for future developments.

8.1 System architecture

To improve the usability of the system, we want to extend the usage of
the Web of Trust reintroducing transitivity of trust. This means we have to
consider, not only public key authentications made by directly authenticated
friends, but also authentications by friends of friends and so on. Since we
do not see a viable way to completely remove the information leakage about
trust evaluations described in Subsection 3.4.3.2, we will direct our efforts
towards finding an appropriate trade-off between leakage of trust evaluations
and usefulness of the WoT.

Once we have a stable system, we plan to proceed with one of the primary
objectives of Snake: building a platform for secure and private one-to-one
and many-to-many message exchange that can be easily reused by third party
applications. These applications can be untrusted and completely unaware of
the underlying cryptographic system: they will interact with the main mod-
ule of Snake through a restricted API, thanks to the Messaging API [34],
from a sandboxed environment. The user will decide what permissions each
application has and what profile provide to it.

The most eminent examples of such applications are an online collaborative
office suites and a file (or photo) sharing application. Thanks to technologies
such as WebODF [40] we will be able to edit ODF documents in a collabora-
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tive and, for the first time, secure and private way with zero configuration and
without major performance drops. For what concerns the file sharing applica-
tion, we plan to implement it using WebRTC [55] for P2P transfer or relying on
third party services such as Mega.co.nz [63]. In both case the exchanged data
will be symmetrically encrypted with a key exchanged over a secure channel
established through Snake.

8.2 Storage server

For what concerns the storage infrastructure, we aim to improve its scala-
bility allowing multiple distinct and independently managed storage providers
to interoperate. The idea is to introduce a suffix to record identifiers to create
a server-level namespace. For instance, the client will not query the storage
server for message with identifier 7011, but for the message with identifier
7011@raven.com, where raven.com is the address of another storage server.
This federation approach does not only improve scalability, but also reduces
the view of a single storage server over the data, mitigating the risks of the
malicious-server scenario. On the other hand we also need to provide anti-
DoS measures for the storage servers to protect them from abuses by malicious
users.

Another aspect that needs attention is the fact that the creator of a record
on the remote storage has full control over it, and can delete or update it
without being noticed by other users. He can also alter attributes such as
the creation date, since the storage server does not keep timestamps, for the
reasons we saw in Section 5.2. Two viable solutions are worth being explored.
The first consists in removing the possibility to delete a record, let the storage
server keep trace of the history of each record and make it available to users.
The other option is to introduce some kind of sorting strategy managed on the
client-side. Both approaches introduce several new challenges that need to be
analyzed.

8.3 Messages

For what concerns the messaging system, we plan to introduce a real-time
chat through the usage of push notifications, which can be easily integrated in
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Socket.IO [86]. However, this introduces new issues from the scalability point
of view and in presence of a distributed storage infrastructure.

Message format is another part of the design of Snake which needs im-
provement. In fact, currently, the choice of the employed cryptographic prim-
itives are implicit over all the system, while in future it might be useful to be
able to upgrade them and specify which ones are being used on a per-message
level. While this would make our system more future proof, it also consider-
ably increase the attack surface as it may provide the possibility of performing
ciphersuite downgrade attacks. Moreover, if multiple algorithms are allowed,
the various clients have to support all of them and must enforce a policy on
allowed and forbidden algorithms, which is not always easy to define and is
subject to security trade-offs.

Another feature that would fit well in a chat application is having an OTR-
like mode, where the properties illustrated in Subsection 1.1.2 are guaranteed.
This can be achieved quite easily, it is enough to disable message signing and
negotiating a new symmetric key at each message exchange through a D-H key
agreement run.

8.4 Groups

We proposed a solution to efficiently manage the creation and the evolution
of groups in our system, the main focus was to create and implement the
fundamental aspects for group management. However, there are some aspects
that can be improved introducing simple but effective changes.

One of this aspects is group administration. It would be interesting to
investigate a more democratic group management. In fact, at current state,
each administrator can take over the group and autonomously alter each at-
tribute of its descriptor. Through cryptographic threshold schemes it would
be possible to require at least t administrators agree on a change to make it
effective.

We also plan to introduce several optimizations for the rekeying process.
For instance, every action that involves modifying the participants list, cur-
rently requires an administrator to handle them. It is possible that the admin-
istrator has to process multiple requests at the same time. At current status,
a list of requests is processed sequentially one after the other. Handling mul-
tiple requests at the same time can reduce the the rekeying costs. However,
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we do not want to introduce what in literature is called batch rekeying (in-
troduced by [61] and revised in other subsequent works), since this approach
uses a periodic rekeying that allows a removed member to continue to read the
conversations of the group for a period of time after his removal.

The applicable improvements are mainly two. The first one is to handle
at same time the insertion of multiple users, for instance if there are 4 join
requests they can processed together modifying only once the adminData field
of the group descriptor. The second one consists in avoiding to process useless
requests: if a user asked to get access to a group and then he also request
to leave the group (maybe due to a mistake), it is useless to add it and then
remove it. This possibly «phantom» requests can be ignored and therefore 2
rekeying messages can be saved.

Another possible extension of the current group management system is in-
troducing the concept of subgroup. Sometimes it is necessary to send a message
only to a subset of the participants of a group, with the solution that we pro-
posed it is necessary to create a new group, but, with a simple modification to
the tree of users, it is possible to efficiently communicate with only part of the
group. If communication with a specific subgroup is frequent, this technique
can be used to invite the interested participants to a new fully featured group.
This is particularly useful to efficiently create a new group identical to the
previous one except for a couple of members.

kg

ksg1

subgroup 1

ksg2

subgroup 2

ksg3

subgroup 3

ksg4

subgroup 4

main group

Figure 8.1: Subgroups

Another approach to communicate with subgroups consists in splitting a
bigger group. It is possible to reserve the first level of the tree to define a set
of subgroups as showed in Figure 8.1. Each subgroup is handled as a normal
group. Since our tree has degree 7, a group can only have 7 subgroups, if
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more are needed, it is sufficient to reserve 2 levels of the tree to have up to 49

subgroups.
We can imagine our group of friend composed with different subgroups,

i.e. best friends, school mates and so on. Communication with the group is
encrypted using the key kg, while communication with subgroups is achieved
by using the proper subgroup key (i.e. ksg1 or ksg2).

109



Future developments

110



Conclusions

In this work we proposed, and implemented, a privacy-aware end-to-end
encrypted OSN. We mainly focused on four aspects that we consider funda-
mental: an in-band method for the authentication of user’s public keys, an
efficient method to manage secure groups and a storage strategy that provides
the anonymity of user’s relationships when data is at rest. All this in a user-
friendly web application similar to current OSNs from the end user’s point of
view.

First, we explored the state of the art of OSNs. We studied the most
common end-to-end encryption protocols that are currently available, PGP
and OTR. We also considered in detail the various types of system architecture
presented in the literature and in real systems, paying particular attention to
some crucial aspects such as: public key authentication, communication and
management of groups of users and anonymity of user’s data.

We described the architecture of our system, detailing the main components
and how they interact. We have defined a protocol for friendship establishment
that allows in-band authentication of public keys. The solution employs the
FHMQV-C protocol as key agreement algorithm along with SMP and a Web
of Trust for public key authentication. For the management of groups of users
we used a key graph approach, this approach allowed us to obtain a rekeying
cost that is logarithmic in the group size. We designed the whole system to
preserve anonymity of the social graph, in the case of an honest storage server.

Finally, we performed an evaluation of the overhead that the user will
experience due to the various cryptographic operations showing that they are
fully acceptable and do not compromise the user experience.

In conclusion, our work has shown that is possible to have all the feature
of current OSNs with an end-to-end encryted solution that is able to preserve
the anonymity of user’s data.
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Acronyms

ACL Access Control List, Glossary : ACL.

AES Advanced Encryption Standard, Glossary : AES.

API Application Programming Interface, Glossary : API.

CA Certification Authority, Glossary : Certification Authority.

CBC Cipher-block Chaining, Glossary : CBC.

CRUD Create, Read, Update and Delete, Glossary : CRUD.

D-H Diffie-Hellman key exchange.

DHT Distributed Hash Table, Glossary : DHT.

DoS Denial of Service, Glossary : Denial of Service attack.

ECC Elliptic Curve Cryptography, Glossary : Elliptic Curve Cryptography.

ECDH Elliptic Curve Diffie-Hellman, Glossary : ECDH.

ECDSA Elliptic Curve Digital Signature Algorithm, Glossary : ECDSA.

FHMQV Fully Hashed Menezes-Qu-Vanstone, Glossary : Fully Hashed Menezes-
Qu-Vanstone.

FOSS Free Open Source Software.

GCM Galois/Counter Mode, Glossary : GCM.

HMAC keyed-Hash Message Authentication Code, Glossary : HMAC.
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Acronyms

HTTP Hypertext Transfer Protocol, Glossary : HTTP.

HTTPS Hypertext Transfer Protocol Secure, Glossary : HTTPS.

IV Initialization Vector.

JSON JavaScript Object Notation, Glossary : JSON.

MAC message authentication code, Glossary : message authentication code.

MITM man-in-the-middle, Glossary : MITM attack.

NIST National Institute of Standards and Technology, Glossary : NIST.

ODF Open Document Format for Office Applications, Glossary : Open Doc-
ument Format for Office Applications.

OSN Online Social Network, Glossary : Online Social Network.

OTR Off-the-Record Messaging, Glossary : Off-the-Record Messaging.

P2P Peer-to-peer, Glossary : P2P.

PBKDF2 Password-Based Key Derivation Function 2, Glossary : PBKDF2.

PGP Pretty Good Privacy, Glossary : Pretty Good Privacy.

PKC Public Key Cryptography, Glossary : Public Key Cryptography.

PKI Public Key Infrastructure, Glossary : Public Key Infrastructure.

PRNG Pseudorandom Number Generator, Glossary : PRNG.

RDBMS Relational Database Management System, Glossary : RDBMS.

RSA Rivest Shamir Adleman, Glossary : RSA.

SHA Secure Hash Algorithm, Glossary : SHA.

SMP Socialist Millionaire Protocol, Glossary : Socialist Millionaire Protocol.

TLS Transport Layer Security, Glossary : TLS.
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Acronyms

URL Uniform Resource Locator, Glossary : URL.

WoT Web of Trust, Glossary : Web of Trust.
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Acronyms
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Glossary

ACL a list of permissions that specifies which users or a generic entity are
granted access to objects, as well as what operations are allowed on
given objects. 11, 14–16, 113

AES a specification by NIST of a symmetric-key encrypting algorithm. It is
based on the Rijndael cipher, it has a block size of 128 bits and supports
keys with three different key lengths: 128, 192 and 256 bits. 2, 31, 32,
34, 35, 43, 71, 91, 113

API a set of routines which allow to interact with a specific part of a software
system. For instance the Berkeley sockets API offer a standard interface
to interact with operating system’s TCP/IP stack.. 15, 31, 89–91, 96,
105, 113

asymmetric cryptography see Public Key Cryptography. 3, 43, 96

CBC a mode of operation for symmetric key cryptographic block ciphers in
which each block of plaintext is XORed with the previous ciphertext
block before being encrypted. 32, 43, 71, 91, 113

Certification Authority a part of a PKI which guarantees the authentic-
ity of a public key by digitally signing it. It is a critical and central
component which requires full trust by all the users of the PKI. 24, 113

CRUD operations that can be performed with different HTTP requests. Cre-
ate: POST, Read: GET, Update: PUT, Delete: DELETE. 3, 113

Denial of Service attack attack which aims to make a service unavailable
to its users. This kind of attack usually consists in overloading a server
with bogus requests. 41, 43, 106, 113
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Glossary

DHT a decentralized distributed system that provides a lookup service similar
to a hash table. 15, 113

Diffie-Hellman key exchange an asymmetric cryptographic protocol for key
exchange that allows two parties to establish a shared secret key over an
insecure communications channel. 8, 9, 31, 38, 41–43, 45, 107

ECDH an anonymous key agreement protocol that uses ECC to establish a
shared secret over an insecure channel. 31, 90, 91, 113

ECDSA a Digital Signature Algorithm that uses ECC. 31, 32, 34, 91, 93, 113

Elliptic Curve Cryptography form of asymmetric cryptography based on
the algebraic structure of elliptic curves over finite fields. 3, 32, 113

Fully Hashed Menezes-Qu-Vanstone a state-of-the-art cryptographic pro-
tocol for authenticated key agreement. 3, 33, 38, 39, 41–43, 45, 46, 48,
102, 113

GCM a mode of operation for symmetric key cryptographic block ciphers
designed to provide both data authenticity (integrity) and confidentiality.
32, 34, 35, 71, 91, 113

hashtag a single word or a short phrase without spaces beginning with the
# character. It got famous on Twitter [52] to identify the argument of a
particular post. 13

HMAC a particular type of MAC that involves the use of a cryptographic
hash function, such as SHA, in combination with a secret cryptographic
key. 31, 32, 93, 113

HTTP an application protocol used to serve the contents of the World Wide
Web.. 19, 24, 27, 28, 114

HTTPS the secure version of HTTP. It is the result of encapsulating an
HTTP communication in a TLS stream. 19, 23, 25, 114

in-band in authentication, in-band refers to utilizing only one communication
channel both to exchange cryptographic keys and to communicate. 37
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Glossary

Initialization Vector a random fixed-size input used by some block cipher
modes of operation to initialize the encryption or decryption. It is used
obtain different ciphertexts when encrypting more than once the same
plaintext. 34, 71

JSON an open standard format used to transmit data objects consisting of
attribute-value pairs expressed in an human readable format. 28, 33–35,
70, 92, 114

message authentication code a short piece of information used to guar-
antee integrity and authenticity of a message. It is usually computed
through a keyed cryptographic hash. 9, 32, 39, 45, 51, 93, 114

MITM attack an attack where a malicious user intercepts, decrypts and re-
encrypts the data passing over a secure communication channel pretend-
ing to be one end of the communication to the other end. This kind
of attack is usually completely transparent to legitimate users, since the
traffic is forwarded to the legitimate recipient and the system apparently
works properly. This kind of attack usually relies on fake public keys,
therefore proper public key authentication is required to prevent it. 6,
114

NIST a U.S. federal technology agency that works with industry to develop
and apply technology, measurements, and standards. In particular it
develops, maintains and promotes a number of standards and guidance
that cover a wide range of cryptographic technology standards. 32, 33,
42, 43, 114

Off-the-Record Messaging a protocol to end-to-end encrypt conversations
taking place over another IM protocol such as Skype or the Facebook
Chat. Its specifications are defined in [2, 13]. 2, 4, 5, 7, 9, 16, 18, 42,
107, 114

Online Social Network an online platform which aims to build social rela-
tions between people. Their main features usually consists in one-to-one
communication, content sharing and so on. 1, 2, 5, 9–15, 17–21, 59, 69,
83, 84, 86, 96, 97, 101, 114
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Glossary

Open Document Format for Office Applications a ISO/IEC standard file
format for spreadsheets, charts, presentations and word processing doc-
uments. 105, 114

out-of-band in authentication, out-of-band refers to the practice of using two
separate communication channels, one secure channel is used to exchange
some cryptographic keys that are used to ensure a secure communication
over the other channel. 2, 9, 15, 16, 48

P2P a type of decentralized and distributed network architecture where each
node, which is called peer, behaves both as consumer and supplier of con-
tents. This model is an alternative to the classical client-server approach.
14–17, 19, 106, 114

PBKDF2 a key derivation function that applies a pseudorandom function
(cryptographic hash, HMAC, . . . ) to an input password along with a
salt value and repeats the process many times to produce a cryptographic
key. 31, 32, 95, 114

polyfill a library that provides a, usually standard, technology that has not
been implemented in version of a web browser. These libraries are used to
add new features to old web browsers or to provide experimental features
to current ones. 26, 32, 89, 91

Pretty Good Privacy a famous program for data encryption and signing,
mostly used for e-mail encryption and signing. It first introduced the
concept of WoT. Its format has been standardized in [17]. 2, 5–7, 11, 15,
18, 49, 114

PRNG an algorithm for generating a sequence of numbers that approximates
the properties of random numbers. 31, 65, 91, 114

proxy re-encryption cryptographic scheme where a third-party, the proxy,
transforms a ciphertext encrypted for one party into another ciphertext,
so that it may be decrypted by another party. 10, 13, 14, 17

Public Key Cryptography a family of cryptographic algorithms which uses
a keypair, i.e. a private (secret) key and a public key. Usually the public
key is used for encryption and signature verification, while the private
part is used for decryption and signing. 6, 7, 14, 37, 114, 117
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Glossary

Public Key Infrastructure an infrastructure to manage creation, distribu-
tion and revocation of digital certificates in system using PKC. It is
formed by various entities, including CA. 5, 15, 24, 114

RDBMS a database management system that is based on the relational
model. 24, 114

RSA a standard asymmetric cryptographic algorithm used to sign, verify,
encrypt and decrypt data. It was invented by Ron Rivest, Adi Shamir,
and Leonard Adleman in 1977. 8, 13, 31, 33, 114

SHA a set of cryptographic hash functions published by the NIST. 31, 32, 39,
93, 94, 114, 118

Socialist Millionaire Protocol a protocol used to verify whether the two
ends of the posses the same secret value, without revealing it.. 2, 9, 33,
37, 42, 45–48, 52–56, 86, 87, 102, 114

TLS a cryptographic protocol used to achieve secure communications over the
Internet. It employs the use of asymmetric cryptography for the authen-
tication and the exchange of symmetric-key used for the communication.
19, 23–25, 114

URL a text string identifying a resource. A typical example is a web address,
for example http://server/path/image.jpg. 27, 115

URL fragment identifier part of a URL after the # symbol. Its main
use consists in identifying a particular part of a document, for instance
friends in http://osn.com/mark/profile.html#friendsmight indicate
the part of the web page where the list of friends of a user is. When using
HTTP, the fragment identifier is never sent to the server, it is handled
by the client. 27

Web of Trust a concept used to indicate a graph whose nodes are users and
edges represent the fact that a user trusts another user. In the context
of public key authentication, an edge means that a user verified that a
public key actually belongs to the declared owner. 1, 2, 6, 7, 25, 37, 42,
48, 49, 51–56, 86, 105, 115
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Glossary

whistleblower the person who exposes a misconduct or an illegal activity
occurring in a private or public organization. 2

zero-knowledge proof a proof where one party, known as the prover, can
prove to another party, known as the verifier, to posses a certain piece
of information, without revealing it. 16
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Appendix A

Schemes

A.1 Database

Figure A.1: Scheme of the database tables. BINARY(x) indicates a byte-array
of length x, VARCHAR(x) indicates a string of characters of variable length
where x is the maximum value, LONGTEXT indicates a variable-length string up
to 4GiB and UNSIGNED INT indicates a 32-bit unsigned integer number,
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Schemes

A.2 System architecture

Figure A.2: UML class diagram describing models in our system. «+» indi-
cates public (unencrypted) fields, while «-» indicates private (encrypted) fields.
The integer data type represents a number, string a text string, binary a raw
string of bit. public-key is a string of bit with additional validation for public
keys.
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